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Introduction

Background

With the release of PerformancePoint Server 2007 Monitoring and Analytics,
Microsoft’s Business Intelligence (BI) platform enables enterprises to develop and
deploy web based dashboards, scorecards and analytics through SharePoint Products
and Technologies. (In this article, "SharePoint Products and Technologies" refer
collectively to Windows SharePoint Services 3.0 and Office SharePoint Server 2007.)
As Microsoft continues to add functionality and depth to its platform, companies are
looking at more advanced ways to use Business Intelligence within their organizations.
Historically, most Business Intelligence solutions are developed for use within the
organization, and are consumed over the intranet by company employees. There are,
however, many situations where a Business Intelligence solution can provide
significant value by allowing users external access, over the Internet.

Business Scenarios for Extranets

A common scenario requiring extranet access for Business Intelligence is for remote
employees who typically don’t connect directly to the corporate network, but still need
easy access to certain corporate resources. Similar to many web-based e-mail
applications, users in the field need to be able to access a Business Intelligence portal
securely over the Internet to obtain information needed to perform their jobs or make
decisions. This is common for outside sales representatives who are in the field and
need information about their individual performance or the performance of their
customers.

Another typical scenario is for organizations that need to disseminate information to
their customers or other individuals outside their organization. For some companies
this may be a revenue generating opportunity where consumer, statistical, or market
data is provided to customers as a paid service. Other companies may provide
services to their customers, and as part of those services, collect data on behalf of
their customers. An example of this would be a company that provides call center
outsourcing. This company would use their own internal call center systems to manage
the call center, and collect call-based data. That information would then be stored in
their internal systems, but need to be available for their customers to access and
analyze.

In both scenarios, Business Intelligence solutions can significantly streamline
processes and improve information access for users not connected to the corporate
network. Manual processes for report generation and distribution via e-mail and file
shares can be eliminated, and external users can be given a self-service portal for
finding and consuming the information they need.

In this white paper, we will illustrate Microsoft’s supported architecture and
configuration for extranet Business Intelligence solutions using Microsoft Office
PerformancePoint Server 2007 Monitoring and Analytics. This will include an overview
of Microsoft’s supported architecture, essential technologies, and the steps for
configuring a solution. This is a technical white paper intended for network and
application engineers and administrators.
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Challenges Supporting Extranets

Microsoft has always emphasized integration between products, allowing enterprises to
gain additional value by re-leveraging existing technologies for new solutions. Instead
of creating a new means of authentication for its Business Intelligence platform,
Microsoft relies upon the Active Directory directory service to provide authentication
and security. This gives enterprises access to a robust set of tools for managing users
and authentication with little impact to existing architectures and processes. This
integration leads to a seamless experience for internal users who already have an
Active Directory account, and who access the network on a daily basis to perform their
job.

However, providing access to a Business Intelligence solution externally over the
Internet can be a bit more complicated. One challenge is that users coming from
outside the internal network are not authenticated. This means that the identity of the
user has not been validated, which prevents the user from being able to access
secured resources. Additionally, users that are truly external to an organization, i.e., a
customer’s employees, are unlikely to have an account on the internal network. What
most organizations require in an extranet scenario is to be able to control the data
available to each individual user. This requires that each user is uniquely
authenticated, and that user credentials are passed through to Analysis Services
where data security is applied.

Fortunately, these challenges around extranet solutions can be addressed in a number
of ways using Microsoft technologies. Some of the more common extranet
architectures are outlined below including Microsoft’s supported extranet architecture
for Business Intelligence solutions. This supported architecture will be described in
more detail throughout the course of this whitepaper.

Common Extranet Deployments

An extranet can be defined as a company’s privately held network, similar to an
Intranet, which allows access to certain others such as customers or business
partners. Extranets are unique in that they are private in nature, yet they are typically
accessible over the public Internet. Since intranets are also usually associated with
websites, extranets can be viewed as publicly reachable websites which are made
accessible only to a select group of individuals.

Extranets can be implemented in a variety of ways and using a myriad of technologies.
The most common ways of deploying extranets are presented below.

VPN Virtual Private Networks are comprised of protocols that encrypt and encapsulate
TCP/IP packets as they are transmitted over the public Internet. This “tunnel” created
over public networks enables only the sender and the intended receiver to interpret
the information that is being transmitted. VPNs are a very common way for remote
users to access their Local Area Network resources, and for providing access to
corporate resources to business partners and customers.
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Advantages
e Widely used technology
e Most operating systems offer VPN clients out of the box
e Published resources can remain in the LAN where there are fewer restrictions
for data access and management
Disadvantages
e Requires client installation and/or configuration. Even with most web browser
based SSL VPNs, an ActiveX control or Java component must be installed
e Compatibility problems are common
Figure 1 below illustrates a typical VPN deployment.
Local Area Network
VPN Server Web Server
QT PN ", v S =% 8 >
/‘—w' R ) () | -
| & I
Edge|Firewall Per|meter T ¢ T
Firpwall
- NS
Active Dire;:;ory Autﬁg?i‘:g(and \?_)
Management
Figure 1 - VPN Extranet
Web Another common method of publishing websites to an extranet is to place web servers
Publishing in the perimeter network or Demilitarized Zone (DMZ). In this way web servers can be

directly accessible from public networks without the need of establishing a VPN first.
Access to the web servers is controlled with access accounts, the source of which
range from account databases local to the web servers to Active Directory and other
LDAP-compliant sources. The exchange of information between the clients in the public
network and the web servers is encrypted using Secure Sockets Layer (SSL).

Advantages
Web servers can be accessed securely without the need for VPN.

Placing the web servers in the perimeter network minimizes the risk of direct
access to the corporate LAN.
e Simple solution to deploy and maintain.
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Disadvantages

¢ In many situations it may be necessary to open several ports in the perimeter
firewalls to enable access to data sources or authentication services such as
Active Directory, thus increasing the risk of security breaches.

¢ Management of the web servers can be cumbersome because of the security
restrictions placed in the perimeter network.

e Authentication sources based on local security accounts or other providers
such as SQL Server databases do not provide Kerberos authentication and
delegation.

¢ Implementing dedicated perimeter security providers such as a dedicated
Active Directory forest adds complexity and management overhead.

Figure 2 illustrates a typical web publishing scenario.

- SN
;T INTERNET ST A4
o ..

> | (
Edge|Firewall SSt-.* Per|meter \
Firpwall y -
Content
NS Authoring and

Management

74

Web Server

Figure 2 - Web Publishing Extranet

Reverse The concept of a reverse proxy is that of a device or service which stands between the

Proxy users in the public network and the LAN resources, and which securely accesses the
resources in the LAN on behalf of the user. The connection through the proxy is
seamless from the perspective of the user. There are significant advantages to using a
reverse proxy such as Microsoft ISA Server as compared to other forms of web
publishing.

Advantages

e Pre-authentication of user accounts prior to granting access
Support for multiple authentication protocols and form factors such as Forms
Based authentication, RSA SecurID, RADIUS, and Client Certificates.
Application-layer filtering

e Integration with Active Directory and support for Kerberos authentication and
Constrained Delegation
Provides a seamless experience to the external users
Web servers can remain in the LAN where they have direct access to data and
authentication sources, and where they can be directly managed

Disadvantages

e The tradeoff for seamless access is some complexity in the configuration of
authentication
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Figure 3 illustrates the publishing of a web server through ISA Server.

Public Network

Perimeter (DMZ)

Active Directory

Local Area Network

Web Server

Content

Management

2

Authoring and

Figure 3 - Web Publishing with Reverse Proxy

Due to the security requirements of PerformancePoint Server 2007, which will be
covered in a later section, the focus of this whitepaper is on the reverse proxy

extranet deployment scenario.
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Technology Overview

Microsoft’s supported extranet architecture for Business Intelligence requires the
integration of a number of technologies. Before diving into the step-by-step
procedures for configuring each component of the overall solution, it is best to
understand the role of each technology, the configurations and changes that need to
be made to support authentication in an extranet scenario, and their implications. This
will provide the context for the step-by-step procedures that will follow in the
“Environment Configuration Steps” section.

Deploying PerformancePoint Server 2007 dashboards in an extranet environment
requires the deployment and configuration of several components based on Microsoft
Server technologies. These technologies and their roles are presented in Table 1.

Table 1 - PerformancePoint Server Technology Requirements

Technology Role
Windows Server 2003, or Windows Server 2008  The core Operating System for
all technologies involved.

Windows SharePoint Services 3.0, or Microsoft The presentation platform for

Office SharePoint Server 2007 PerformancePoint Server 2007.
Dashboards are web parts
embedded in SharePoint
Products and Technologies
pages.

Microsoft Office PerformancePoint Server 2007 The presentation engine
providing web based analytics. It
includes a content
authoring/publishing interface
called Dashboard Designer, as
well as a set of web parts for
displaying content through
SharePoint Products and
Technologies.

Microsoft SQL Server 2005/2008 The database system which
provides the content for
SharePoint sites.

Microsoft SQL Server 2005/2008 Analysis The primary engine that

Services supports advanced analytics
within Microsoft’s BI platform.
Analysis Services provides multi-
dimensional cubes enabling
advanced calculations, drill-
downs, and navigation of data.

Microsoft Internet Security and Acceleration The reverse proxy server which
Server 2006 publishes the SharePoint sites to
the public Internet.

Active Directory The core Directory Services of
Windows Server. Provides the
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Technology Role
security subsystem for the entire
solution.

Kerberos The authentication mechanism
built into Windows Server Active
Directory.

Figure 4 illustrates a technological overview of a PerformancePoint Server 2007
solution.

( )

- :
DashboN
Designer

. w
PerformancePoint \

pe

Server 2007

\
NS

_( L
A3
dl
Ll
77
L

@QQ

ISA Server 2006 Office SharePoint SQL Server
Server 2007 Analysis Services
\\
=

Active Dir 'ctory
Domain Controller
KDC

Figure 4 - PerformancePoint Server Extranet Technology Overview

Active Directory and Kerberos

Kerberos is the preferred mechanism for authentication in Active Directory. The name
Kerberos (or Cerberus) comes from the three-headed dog in Greek Mythology that
guarded the gates of Hades. Kerberos is a mutual authentication mechanism that
builds on symmetric key cryptography and which requires that two entities both trust
a third party authority in order to authenticate with each other, hence the concept of
three heads. Although the purpose of this white paper is not to provide an in-depth
technical explanation of how Kerberos works, an overview of how it is implemented in
Active Directory is important here. For a detailed explanation of Kerberos in Active
Directory see http://technet.microsoft.com/en-us/library/cc739058.aspx.

Note: The proper configuration of Kerberos in Active Directory must be completed
prior to the configuration of PerformancePoint Server 2007 for role-based access to
SQL Server Analysis Services cubes. Implementing the changes to PerformancePoint
Server 2007 presented in this document without properly configuring Kerberos first
will cause access to the SQL Server Analysis Services cubes to fail. The configuration
of PerformancePoint Server 2007 is covered in a later section in this document.
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As it is implemented in Windows 2000 and greater versions of Active Directory,
Kerberos authentication relies on service tickets which are passed between Active
Directory accounts to mutually authenticate and to establish secure communication
sessions between clients and servers. In Active Directory, the three “heads” are
comprised of a client, a server or service, and the Key Distribution Center (KDC) which
runs on Domain Controllers.

The KDC for its part is comprised of an Authentication Service (AS) and a Ticket
Granting Service (TGS). The AS is responsible for verifying the client’s identity in
Active Directory, and the TGS is responsible for provisioning the tickets. In order for a
client to request tickets from the KDC, it first must establish a secure session with the
KDC by passing its domain credentials to the AS and requesting a Ticket Granting
Ticket (TGT). A TGT is a special ticket that authorizes the client to request tickets
from the TGS for other servers or services. At a high-level, the interaction between a
client, the KDC, and a server takes place as follows:

1. The client passes its domain credentials to the KDC and requests a TGT.

2. The KDC's Authentication Service validates the credentials against Active
Directory, and if the credentials are valid it gives the client a TGT.

3. The client uses its TGT to request a service ticket from the Ticket Granting
Service for the server with which it intends to communicate.

4. The TGS gives the client a service ticket for the server it requested.

5. The client presents the service ticket to the server and requests
authentication.

6. The server authenticates the user and a secure session is established between
the client and the server.

The process of Kerberos authentication is actually much more complex than the above
depiction —there is a great deal of encryption and decryption that takes place in the
midst of it all, and there is also a time-stamp component that is critical for Kerberos to
work. None of those details are covered in this white paper. Nevertheless, one key
item to note here as it pertains to configuring Kerberos for PerformancePoint 2007 is
that tickets are intended for Security Principals (user and computer accounts). That is,
when a client requests a ticket from the TGS, it does so as an Active Directory user or
computer, and the intended recipient of the ticket is also an Active Directory user or
computer. The ticket granted by the TGS is intended for establishing secure
communications only between the requesting client and its intended recipient. A client
must request a ticket for each Security Principal with which it intends to communicate,
therefore a client can have multiple tickets simultaneously.

Service When a client requests a ticket from the TGS, it passes the name of the intended
Principal recipient in the form of a Service Principal Name (SPN). An SPN specifies a service
Names type being hosted by the server or service, and a host name in the form

<SERVICETYPE>/<HOSTNAME>. For example, if the intended recipient of a service
ticket is a web server named WEB1, the client will request a ticket using the SPN
HTTP/WEBL1. If a client makes a request to access a SQL server nhamed
sqll.contoso.com, the SPN would be MSSQLSVC/sqll.contoso.com. MSSQLSVC is the
service type, and sqgll.contoso.com is the name of the server hosting the service.

When the TGS receives the request from the client, it searches Active Directory for a
user or computer object with a ServicePrincipalName attribute matching the SPN
passed by the client, and then uses the user or computer object name to form the
service ticket. For this reason SPNs must be unique, meaning, any given SPN should
be registered to only one Active Directory user or computer object. The
ServicePrincipalName attribute is blank by default for Active Directory user objects.
Computer objects, however, do get an SPN of the service type HOST when the
computer is joined to an Active Directory domain. This enables Kerberos to work
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seamlessly in the domain environment as long as the computer name is used when
requesting a service. When the name used to request a service is different than the
host name, there must be a matching SPN registered to the computer or user account
responsible for the service. What this means is that when a service runs under the
context of a user account instead of the Network Service or Local Service accounts, a
SPN with the service type and corresponding host name must be registered for the
user account.

Adding a SPN to a user or computer account in Active Directory can be achieved in a
number of ways. ServicePrincipalName is a multi-value string attribute of user and
computer objects, and it can be modified via Active Directory Services Interface
(ADSI) programming through scripting. It can also be modified by directly editing
Active Directory using the ADSIEDIT management console snap-in for Windows
Server. The preferred way of modifying this attribute is to use the SETSPN.EXE utility
which is included as part of the Windows Server 2008 Operating System, and the
Windows Server 2003 Support Tools. SETSPN is a command line tool with built-in error
checking for improperly configured SPNs. Although the Windows Server 2008 version
of the tool includes the ability to search for duplicate SPNs, the Windows Server 2003
Support Tools version does not. The following tables show the usage of the SETSPN
tool.

Table 2 - SETSPN Usage Windows Server 2003

Usage setspn [switches data] computername or username

The computername or username name can be in the form
DOMAIN\name

Switches -R Reset HOST ServicePrincipalName
Usage: setspn -R computername

-A Add arbitrary SPN
Usage: setspn —A SPN computername

-D Delete arbitrary SPN
Usage: setspn —D SPN computername

-L List registered SPNs
Usage: setspn -L computername
Examples setspn -A HTTP/web1.contoso.com CONTOSO\ WEB1
Registers SPN “"HTTP/web1l.contoso.com” for computer
“WEB1” in the CONTOSO domain.

Setspn -D MSSQL/sql1.contoso.com CONTOSO\SQLSvc
Deletes SPN “"MSSQL/sqll.contoso.com” for service account
“SQLSvc” in the CONTOSO domain.

Table 3 - SETSPN Usage Windows Server 2008

Usage setspn [modifiers switches data] computername or username

The computername or username can be in the form DOMAIN\name

Modifiers -F Perform the duplicate checking on forest wide level
-P Do not show progress (useful for redirecting output to a file)
Switches -R Reset HOST ServicePrincipalName

Usage: setspn -R computername

©2009 Intellinet | www.intellinet.com Page 9
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Examples

-A Add arbitrary SPN
Usage: setspn -A SPN computername

-S Add arbitrary SPN after verifying no duplicates exist
Usage: setspn -S SPN computername

-D Delete arbitrary SPN
Usage: setspn -D SPN computername

-L List registered SPNs
Usage: setspn -L computername

-Q Query for existence of SPN
Usage: setspn -Q SPN

-X Search for duplicate SPN
Usage: setspn -X

setspn -A HTTP/web1.contoso.com CONTOSO\ WEB1
Registers SPN “"HTTP/web1.contoso.com” for computer
“WEB1” in the CONTOSO domain.

setspn -D MSSQL/sql1.contoso.com CONTOSO\SQLSvc
Deletes SPN "MSSQL/sqll.contoso.com” for service account
“SQLSvc” in the CONTOSO domain.

setspn -F -S HTTP/web2.contoso.com CONTOSO\ WEB2
Registers SPN “"HTTP/web2.contoso.com” for computer
“WEB2" if the SPN does not exist in the forest.

The following table shows the accounts that would be needed in a deployment of
PerformancePoint 2007 and the corresponding SPNs that must be registered.

Table 4 - SPNs for SharePoint and PerformancePoint

Active
Directory
Account
SharePoint
Web
Application
Pool
Account

Purpose Service Examples
Principal
Names
Serves as the e HTTP/<fully HTTP/portal.contoso.com
Identity for the qualified HTTP/PORTAL
application pool domain name
which hosts the of web
SharePoint Products application
and Technologies URL>
web application e HTTP/<host
where only part of
PerformancePoint URL>

dashboards are
deployed. The
worker process
(w3wp.exe)
corresponding to this
application pool runs
under the context of
this account.
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Active
Directory
Account
Monitoring
Server
Application
Pool
Account !

Purpose

Serves as the
Identity for the PPS
Monitoring Web
Service and PPS
Monitoring Preview
application pools.

Service
Principal
Names

HTTP/<fully
qualified
domain name
of PPS
Monitoring
Server:Port_Nu

Examples

HTTP/pps.contoso.com:40
00
HTTP/PPS:4000

NTLM vs.
Kerberos

Kerberos
Constrained
Delegation

mber>

e HTTP/<host
name:Port_Nu
mber>

SQL Server
Analysis
Services
Account

The SQL Server e MSOLAPSvc.3/
Analysis Services <fully qualified
service runs under domain name
the context of this of SQL Server
account Analysis
Server>
! The configuration of PerformancePoint Monitoring Web Services for Kerberos authentication and
delegation is not covered in this document. The Monitoring Web Services are required for the
Dashboard Designer to work. The Dashboard Designer is not supported for publishing to an
extranet. For more information on configuring Kerberos for the Monitoring Web Services see
http://technet.microsoft.com/en-us/library/bb838742.aspx.

MSOLAPSvc.3/sqll.contos
o0.com

By enabling Kerberos authentication at the web application level and registering a SPN
to the application pool identity account with the service type HTTP and the URL of the
web application as the host, clients can use Kerberos to authenticate against
SharePoint Products and Technologies. If the SPN is either configured incorrectly or
missing, or if the web application authentication provider is not set to Kerberos, the
authentication between the client and SharePoint Products and Technologies will
default to NTLM.

The NTLM protocol has a limitation in that it was not designed to transition
authentication beyond two parties. In other words, if a server authenticates a client
and they both establish a secure session between each other, the server cannot in
turn pass the client credentials to another server to establish a secure session on
behalf of the user. This is known as an authentication double-hop, and it is a very
common scenario in web applications where web servers need to access back end
database systems. The combination of SharePoint Products and Technologies,
PerformancePoint, and SQL Server Analysis Services is such an example. There are
ways to make up for this protocol shortcoming, such as implementing a programming
technique called Impersonation. However this technique does not scale well. Kerberos,
on the contrary, does support the passing of user credentials through multiple hops
thanks to the Constrained Delegation protocol extension of Active Directory.

The implementation of Kerberos in Active Directory for Windows Server 2000 includes
a feature which enables servers or services to request service tickets on behalf of
other users or services, and to present those tickets to any additional servers or
services. This is known as Kerberos Delegation. Windows Server 2003 Active Directory
introduced a more secure approach to delegation where security principals are trusted
to delegate to specific services instead of to any service. This is known as Kerberos
Constrained Delegation (KCD). When KCD is configured for a computer or user
account, Active Directory trusts that user or computer to delegate to specific user or
computer accounts and to specific SPNs. KCD can be configured to use any
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authentication protocol (Protocol Transition is allowed), or to use Kerberos only for
delegation (Protocol Transition is disallowed). When Protocol Transition is allowed for a
service trusted for delegation, the service can obtain a Kerberos ticket on behalf of the
client without the client having to present credentials to the KDC. Protocol Transition is
vital in extranet scenarios where alternate non-Kerberos forms of authentication are
used such as client certificates and forms-based authentication.

Properly configuring KCD is vital to meet the PerformancePoint requirements for role-
based access. The identity of the client (the user account in this case) must be
successfully passed between the client and the server running SharePoint Products
and Technologies and subsequently from that server to the SQL Server Analysis
Services databases. Knowing the points of authentication in a Windows Server
infrastructure helps determine which user or computer accounts must be configured as
Trusted for Delegation in Active Directory. For example, when connecting to a web
server, the point of authentication is the web application, which is executed under the
identity of an application pool. If the web application needs to make a connection to a
SQL server database on behalf of the user, then the account (identity) for the
application pool in Active Directory must be configured as Trusted for Delegation to
the SQL service account. If the identity is the Network Service account, then the
computer account in Active Directory is the object that needs to be configured for
Kerberos Constrained Delegation to the SQL Service account. In a PerformancePoint
extranet deployment, a typical KCD configuration would be as follows:
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Table 5 - KCD Configuration for PerformancePoint

Server or Service
(point of
authentication)
ISA Server

SharePoint
Products and
Technologies Web
Application

SQL Server
Analysis Services

Active
Directory
Account
ISA Server
Computer
account

App Pool Identity
account (if it is
Network Service,
then it is the
computer
account)

Service account
(user)

Trusted for
Delegation to ...

The ISA Server
computer account
does not need to be

trusted for delegation.

The only exception is
when Protocol
Transition is required
because alternative
non-Kerberos
authentication
mechanisms are used
such as client
certificates. In such
cases, the ISA server
computer should be
trusted for delegation
to:

SharePoint Web
Application App Pool
Identity Account -
SPN matching HTTP
service type and web
application URL.

SQL Server Analysis
Services service
account - SPN
matching
MSOLAPSVC.3 service
type and SQL server
FQDN

Does not need to be
trusted for delegation.

Type of KCD

To any service

Kerberos only or

To any service

(Kerberos only is
preferred)

N/A

It is important to note that Kerberos constrained delegation requires that all servers in
a delegation chain as well as the back-end belong to the same Active Directory
domain, and that once constrained delegation has been configured for a service all
subsequent “hops” in the delegation chain must also be configured for constrained

delegation.
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Windows SharePoint Services 3.0/ 0ffice SharePoint
Server 2007

Windows SharePoint Services 3.0 (or Office SharePoint Server 2007) provides the user
interface through which PerformancePoint 2007 content is delivered. In essence,
PerformancePoint 2007 dashboards are SharePoint Products and Technologies pages
comprised of PerformancePoint web parts. These pages are deployed to a page library
using PerformancePoint Dashboard Designer 2007. These pages are subject to the
security of the site to which they are deployed and the permissions of each
PerformancePoint item on a dashboard page. The data rendered within a
PerformancePoint page is controlled by the credentials under which queries to Analysis
Services are executed, and roles that are defined within the Analysis Services cubes.

Since Windows SharePoint Services or Office SharePoint Server is the host of
PerformancePoint content, it must be properly configured to support the delegation of
credentials from an end-user to Analysis Services. Currently, SQL Server Analysis
Services only supports Windows Authentication for assigning membership to roles
within an Analysis Services database. In order for the Active Directory credentials of
each user to be passed through to Analysis Services, the authentication provider for
SharePoint Products and Technologies must also be set to Windows Authentication
instead of custom providers such as .NET authentication. SharePoint Products and
Technologies must also be configured to support Kerberos authentication so that
Analysis Services can pass the identity of each individual user, and associate that user
with the appropriate roles within an Analysis Services database.

Aligning security for SharePoint Products and Technologies to work with
PerformancePoint 2007 involves the configuration of the following components:

1. The web application Authentication Provider

2. The Application Pool Identity which hosts the web application

3. The web.config file for the web application

4. SharePoint Products and Technologies security at the Site Collection level
Web Windows SharePoint Services 3.0 and Microsoft Office SharePoint Server 2007 web
Application applications support handing off authentication activities to other services such as
Authenticatio Active Directory and custom membership providers such as .NET and SQL Server.
n Providers These services are known in SharePoint Products and Technologies as Authentication

Providers. Since they also provide the source for accounts which are then granted or
denied access to SharePoint sites, these services are also known as Membership
Providers. There are three different types of Authentication Providers in SharePoint
Products and Technologies: Windows, Forms, and Web Single Sign On (Web SSO).
Given the requirements for PerformancePoint 2007 and Windows Authentication, this
whitepaper will only focus on the Windows Authentication Provider.

Configuring a web application in SharePoint Products and Technologies for Windows
Authentication is quite simple. In fact, when creating a new Web Application in
SharePoint Central Administration, “Windows” is the available default Authentication
Provider, and enabling the Web Application for Kerberos authentication is as simple as
choosing the appropriate radio button. The Authentication Providers of an already
created web application can be configured by using the Application Management page
of SharePoint Central Administration and then clicking the Authentication Providers
hyperlink. There are two options when selecting Integrated Windows Authentication in
the Authentication Providers configuration page: Negotiate (Kerberos), and NTLM. As
its name implies, setting the authentication to NTLM uses the NTLM protocol strictly.
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Setting the authentication to Negotiate (Kerberos) will cause the web application to
attempt Kerberos authentication first, and if Kerberos authentication fails, it defaults
back to NTLM.

Enabling a web application for Kerberos authentication through SharePoint Central
Administration sets the NTAuthenticationProviders value in the IIS metabase to
“Negotiate, NTLM"” for the IIS virtual server corresponding to the web application. This
is equivalent to using the ADSUTIL.VBS VBScript found in
%SYSTEMDRIVE%\InetPub\AdminScripts to set the value of
w3svc/<virtual_server_number>/root/NTAuthenticationProviders to “Negotiate, NTLM.”
There is a difference, however, in that using the script to manipulate the IIS metabase
instead of using SharePoint Central Administration changes the configuration in the IIS
metabase but does not change the configuration inside SharePoint Products and
Technologies. This results in a mismatch in the settings between SharePoint Products
and Technologies and IIS. Modifying the authentication mechanism of a web
application should always be done from within SharePoint Central Administration. This
will guarantee that both SharePoint Products and Technologies and IIS are in sync in
terms of authentication settings.

Application In Internet Information Services (IIS) 6 and 7, application pools provide a way to

Pool Identity isolate web applications from one another. Each application pool is associated with a
worker process (w3wp.exe), and like any service or process in the Windows Server
platform, the worker process must run within the context of a user or computer
account. Application Pool Identity refers to the account under which a worker process
runs.

When application pools are created, their default identity account is Network Service.
The Network Service account is a security principal that is local to a server, that is, it
is not an Active Directory domain account. When the Network Service account
accesses resources outside of the server, the account is then translated to the server’s
domain account. For example, if a process on a server called WEB1 runs under the
Network Service account and the process connects to a file share on a server called
WEB?2, the request for the file share is seen by WEB2 as coming from WEB1 and not
from Network Service. As a security best practice, SharePoint Products and
Technologies application pools should run under the context of dedicated domain
accounts instead of Network Service.

Aside from being a security best practice, there are other reasons for using domain
accounts for the Application Pool Identity that relate to Kerberos configuration.
Kerberos requires the registration of Service Principal Names (SPNs). SPNs are
registered to the Application Pool Identity accounts and they must be unique. In
SharePoint Products and Technologies farms where there is more than one server,
application pools running under the context of Network Service would need to have
the same SPNs registered for each machine account. This would result in duplicate
SPN registrations that would cause Kerberos authentication to fail.

Web.config In order to create a unique connection to Analysis Services under the credentials of

file each user from a SharePoint Products and Technologies web application, a SharePoint
Application web.config file must be modified so that this functionality is enabled. Refer
to the PerformancePoint 2007 section of this document for details on the configuration
change that is required.
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SharePoint Security for SharePoint sites is defined at the Site Collection level. By default,
Site permissions in SharePoint Products and Technologies defined at the Site Collection
Collection level are inherited by all sites and sub sites in the Site Collection. SharePoint Products
Security and Technologies defines groups which are granted different levels of access to the
site, and Active Directory users and groups can then be added to these SharePoint
groups. Users and groups that will be accessing the PerformancePoint 2007
dashboards require at a minimum the View Only SharePoint level of access to the site.
Alternate Windows SharePoint Services 3.0 and Microsoft Office SharePoint Server 2007 include
Access a feature that can assist in extranet scenarios where a web application must be
Mappings accessible using multiple uniqgue names. This feature is called Alternate Access

Mappings (AAM), and it is specifically useful in situations where reverse proxy
technologies such as ISA Server 2006 are used to publish web applications to the
Internet. Basically, AAM enables SharePoint Products and Technologies to map web
requests to the appropriate web application, and to direct the user to the proper URL
as the user interacts with SharePoint Products and Technologies. In other words, AAM
enables SharePoint Products and Technologies to build the links in the pages it
generates based on a mapped URL rather than the URL specified in the request it
received.

Consider the following scenario. A SharePoint site is locally accessible using an
“internal” URL such as http://intranet.nwtraders.msft, which is not resolvable from the
Internet. A reverse proxy like ISA Server 2006 is used to publish the SharePoint site
using a “public” URL such as http://portal.nwtraders.com, which is accessible from the
Internet. Without AAM, when the reverse proxy makes a request to SharePoint
Products and Technologies using the “internal” URL then SharePoint Products and
Technologies builds the links in the pages using the “internal” name and gives them to
the proxy server which in turn gives the page to the user on the Internet. Because the
links were built using the “internal” name eventually the user requests will fail when
attempting to access certain pages or features due to the fact that the “internal” URL
is not resolvable on the public Internet. Using AAM to create a mapping between the
“internal” name and the “public” name enables SharePoint Products and Technologies
to build the links using the name that the user originally intended.

AAM works by associating an Internal URL with one of five different Public names,
each one corresponding to a Zone. The five available Zones are Default, Intranet,
Internet, Custom, and Extranet. Functionally, there are no differences between the
zones so they should be viewed more like an administrative feature. The following
figures illustrate the AAM collection for a web application and its Public URLs.

Central Administration > Operations > Alternate Access Mappings

Alternate Access Mappings

_j Edit Public URLs | =i Add Internal URLs | = Map to External Rescurce  Alternate Access Mapping Collection: | MorthWinds Traders Portal ~
http:/fintranet.nwiraders. msft Default http:/fintranet.nwiraders.msft

http: f/portal.nwiraders. com Internet http: ffportal.nwiraders.com

http: flextranet.nwiraders. msft:9000 Internet http: /jportal.nwiraders.com

Figure 5 - Alternate Access Mapping Collection
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Central Administration > Operations > Alternate Access Mappings > Edit Public Zone URLs

Edit Public Zone URLs

Alternate Access Mapping Collection Alternate Access Mapping Collection: | NorthWinds Traders Portal

Select an Alternate Access Mapping Collection.

Public URLs Default

Enter the public URL protocel, host, and port to use for this resource in any or all of http://intranet.nwtraders. msft
the zones listed, The Default Zone URL must be defined. It wil be used if needed I g

where the public URL for the zone is blank and for administrative actions such as the Intranet

URLs in Quota e-mail. http:/fgo.microsoft. com/fwlink,/?LinkId=114854 I

Internet

Ihttp:ffpor‘tal.nw‘traders.com

Custom

Extranet

Save Delete Cancel

Figure 6 - Public URLs

As exemplified above, multiple Internal URLs can be mapped to a zone which
associates the Internal URL to the Public URL given to that zone. In this example, the
Internet zone has a Public URL of http://portal.nwtraders.com, and there are two
different Internal URLs mapped to this zone (http://portal.nwtraders.com and
http://extranet.nwtraders.msft:9000). Note that for every Internal URL that is added
to an Alternate Access Mapping collection, a corresponding host header value must be
added to the site in IIS. Otherwise, IIS will not respond to the request for the URL and
will never hand the request off to SharePoint Products and Technologies.

As of this writing, PerformancePoint 2007 web parts do not support Alternate Access
Mappings which contain Internal URLs that are different than the mapped Public URL
when publishing with SharePoint Products and Technologies through a reverse proxy
such as ISA Server 2006. Using the example given above, configuring the reverse
proxy to connect to SharePoint Products and Technologies using the URL
http://extranet.nwtraders.msft:9000 which maps to http://portal.nwtraders.com,
would result in the dashboards losing functionality because the web parts that render
the dashboards do not support AAM in this fashion. For the solution to work, the
reverse proxy must be configured to connect to an AAM which contains
http://portal.nwtraders.com for both the Internal and the Public URLs.

SQL Server and SQL Analysis Services

Virtually all Microsoft based Business Intelligence solutions leverage SQL Server’s
relational (SQL Server RDBMS) and multi-dimensional (SQL Server Analysis Services)
database engines. SharePoint Products and Technologies and PerformancePoint both
use SQL Server relational databases as a data repository to store configuration and
content databases. However, these databases are always accessed under the
credentials of service accounts, and not directly by end-users. As a result, no material
configuration changes are required for SQL Servers’ relational database engine for
extranet solutions.

Analysis Services is in many ways the heart of Microsoft’s Business Intelligence
platform. For PerformancePoint, Analysis Services is the engine that truly enables
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advanced analytics through its multi-dimensional databases. Analysis Services has an
advanced role based security model that provides granular control over the data a
user can access. For extranet scenarios, Analysis Services needs to be passed the
credentials of the end-user so that security can be applied for each user. In order for
Analysis Services to receive these credentials, configuration changes need to be made.
As a result, we will be focusing primarily on Analysis Services in this white paper.

Analysis Analysis Services runs as a service under the credentials of a service account. It is a
Services recommended best practice for Analysis Services to run under a dedicated Active
Service Directory service account versus Local System. This is also a prerequisite for

configuring Service Principal Names for Analysis Services so that it can interact with
the Kerberos delegated authentication. Open the Services console in Windows to see
what account Analysis Services is running under.

3, Seryices 10l x|

Eile Action Wiew Help
e EEEE
% Services (Local) %, Services (Local)
Select an item to view its description. Name  ~ | Description | Stat... | Startup... | Logon as |

%QL Server (MSSQLSERVER) Provides st,., Started Automatic  NWTRADERS)_SwcSql

%SQL Server Active Directory Helper Enables int... Disabled  Metwork Service

%SQL Server Agent (MSSQLSERYER) Executesj... Started Automatic  WWTRADERS)_SwcSQLAgnt
%SQL Server Analysis Services (M3SOLSERMER)  Supplies on... Started  Automatic  WWTRADERS)_SwcSQLSSAS
%SQL Server Browser Provides ...  Started  Automatic  NWTRADERS)_Swesql

%SQL Server FullText Search {M3SQLSERYER) Cuickly cre...  Starked  Automatic  WWTRADERS)_Swcsql

%SQL Server [nkegration Services Provides m.., Started Automatic  Mebtwork Service

%SQL Server Reporting Services (M3SQLSERVER) Manages, ... Starked  Automatic  WWTRADERS)_SwcSGLSSRS
%SQL Server WSS Writer Provides th,,, Started Automatic  Local System

%System Ewent: Notification Monitors s...  Starked  Automatic  Local System

%Task Scheduler Enables a... Started Automatic  Local System J
%TCPJ’IP MetBIOS Helper Providess... Started Automatic Local Service

%Te\ephony Provides T...  Started Manual Local System

Telnet Enables ar... Disabled  Local Service
%Termma\ Services Allows user...  Started  Manual Local System =
Extended 4 Standard /

Figure 7 - SSAS Service Account

SSAS Service Kerberos delegated authentication is the mechanism that enables Analysis Services to

Principal be connected and authenticated to by service accounts under the credentials of end-

Name users. In order for Analysis Services to participate in Kerberos delegated
authentication, a Service Principal Name must be created that tells Active Directory
what account the Analysis Services service is authorized to run under. This is done
using the setspn.exe utility.

When creating Service Principal Names (SPN’s) for Analysis Services, a SPN should be
created for both the Fully Qualified Domain Name (FQDN) and NetBIOS name of the
host server. This allows authentication to work whether connection to the server is
made using the FQDN or NETBIOS names. The following illustrates a command for
creating a SPN as well as how to look up the current SPNs for a service account:
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Service
Account
(Default)

Connection
per User

ommand Prompt

>setspn —A MSOLAPSve .3/MSUWP-SQL2BMS . nutraders .msft NWUTRADERS-_SvcSQLESAS I’
Hegistering ServicePrincipalMames for CH=_SuvcSQLESAS.0U=Service Accounts.OU=Corp
orate, DC=nutraders.DC=mzft

MEOLAPSve . 2-MSUP-SQL20EE . nwtraders .meft
lipdated object

C:vrzetspn —1 nutraderss_svcsglssas
Registered ServicePrincipalMames for CHN=_SucS8QLSSAS.0U=Service Accounts,.0U=Corpo

rate . DC=nwtraders DC=msft:
MEOLAPS v . 3-MEWP-2QL2AAB . nwtraders .msft
MEOLAPSvc . 3/-MEUP-SQL2OAS
MEOLAPSve . 3/-MEWP-EQL _nutraders _mzft
ME0LAPSuc . 3/-MEUP-SQL

iGNy

Figure 8 - SSAS SPN Example

PerformancePoint Server (PPS) 2007

Microsoft Office PerformancePoint Server 2007 Monitoring and Analytics (a.k.a.
PerformancePoint or PPS) is used to deliver Business Intelligence content through
SharePoint Products and Technologies. It is an advanced data visualization tool, and
can also be used to aggregate the display content from Excel Services, ProClarity
Analytics Server, Reporting Services, and the web.

While PerformancePoint supports multiple types of data sources, Analysis Services is
the native data source that provides the most functionality to the end user. As a
result, the focus of this whitepaper will be on enabling extranet connectivity and
authentication for native PerformancePoint content (Scorecards, charts, and grids) to
Analysis Services.

PerformancePoint has several methods for managing connections to Analysis Services.
These are:

Service Account
Connection Per User
Custom Data
Connection Roles

It is important to understand the implications of each of these options when creating a
Business Intelligence solution. The various connectivity options are outlined below.

In the first method, PerformancePoint connects to Analysis Services under the
credentials of a service account. This is the default behavior of PerformancePoint, and
is appropriate if all users in the organization should have the same permissions to
Analysis Services as the service account that runs the SharePoint Application Pool.

For most implementations, including extranet scenarios, this method rarely meets the
requirements for security.

In the second method, PerformancePoint creates connections to Analysis Services
under the identity of the end-user. This means that Analysis Services is able to identify
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Choosing the
Server
Connection per
User Setting

the actual user accessing OLAP data, enabling Analysis Services to enforce its role-
based security model for requests submitted by each user.

This behavior is enabled through a configuration named ServerConnectionPerUser.
This configuration can be set independently for different PerformancePoint clients,
which means Dashboard Designer can be configured to behave differently from
dashboards published in SharePoint Products and Technologies. The
ServerConnectionPerUser configuration is maintained in the Web.config file for each
PerformancePoint client. The following is a sample of one of these Web.config files:

b Web.config - Notepad =]
File Edit Format Yiew Help
</system. web> a|

Tifgss
'.II = ii 1] i
key="Bpm. ServerConnactionPerUser” wvalue="True" />

<add key="Bpm.MonitoringConnectionstring” value="Data Sources

<add key="Bpm.ElementmemoryCacheTime" value="5" />

<add key="Bpm.EnableanalyticqueryLogging” value="False" />

<add key="Bpm.IndicatorImageCachaTime"” value="10" />

<add key="Bpm.DatasourcequeryTimeout" value="300" />

<add key="ExportToExcelEnabledControls” walue="pivotChart, sql

<zadd key="ExportTorowerPointeEnabledControls” value="pivotChar

<add key="Bpm.webrartresourcerath” value="/webservice/Previe
<fappsettings>

Figure 9 - PPS ServerConnectionPerUser Web.config sample

The ServerConnectionPerUser setting is a Boolean value (true/false) that specifies how
PerformancePoint Server should handle authentication to Analysis Services. The
default value is false, which means that all users will share a single connection to
Analysis Services using the credentials of a service account. When
ServerConnectionPerUser is set to true, PerformancePoint will create a unique
connection per user, and connect to Analysis Services under the credentials of each
user. It should be noted that manipulating the ServerConnectionPerUser configuration
for PerformancePoint is not unique to extranet solutions, and is often required for
intranet solutions as well.

In almost all cases, changing ServerConnectionPerUser to true requires additional
configuration changes for each of the other technologies that comprise an end-to-end
Business Intelligence solution for authentication to work. This includes Active
Directory, SharePoint Products and Technologies, Analysis Services, as well as client
machines. These changes are discussed in detail throughout this whitepaper.

In any implementation of PerformancePoint, the ServerConnectionPerUser settings
need to be determined based on solution requirements. Since it is set uniquely for
each PerformancePoint client interface, it takes some planning to ensure the desired
functionality is obtained.

There are three PerformancePoint client interfaces, each with a unique
ServerConnectionPerUser configuration. These are outlined below including the details
of how their authentication behavior changes depending on the value of the
ServerConnectionPerUser configuration.

Dashboard Designer Client Interface
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Dashboard Designer is the development environment for creating PerformancePoint
content and publishing it to SharePoint Products and Technologies. Dashboard
Designer is a developer focused tool that is primarily used by administrators and
developers, and will rarely if ever be accessed by an end-user. Dashboard designer
connects to Analysis Services through the PPS Web Service, which runs under the
PPSMonitoringWebService Application Pool. Therefore, by changing the
ServerConnectionPerUser setting for the Dashboard Designer virtual directory within
the PPSMonitoring Web Service, one can control the authentication behavior of
Dashboard Designer.

When ServerConnectionPerUser is set to false (default), Dashboard Designer will
connect to Analysis Services using the identity of the PPSMonitoringWebService
Application Pool. Therefore, ensure that the identity of the PPSMonitoringWebService
Application Pool is able to access the appropriate Analysis Services databases. This
also means that anyone using Dashboard Designer will be able to access Analysis
Services databases through the credentials of the PPSMonitoringWebService
Application Pool.

When ServerConnectionPerUser is set to true, Dashboard Designer will connect to
Analysis Services using the identity of the user. This allows Analysis Services to
enforce role-based security for Dashboard Designer users.

The default path for Dashboard Designer’s web.config is:
C:\Program Files\Microsoft Office PerformancePoint
Server\3.0\Monitoring\PPSMonitoring_1\WebService\Web.config

Preview Site Client Interface

The PerformancePoint Preview web site allows users to preview a dashboard before it
is published to a SharePoint site. This is used primarily by developers working within
the Dashboard Designer client. The ServerConnectionPerUser setting is stored within
the Preview virtual directory within the PPSMonitoring Web Service.

When “Connection per User” is set to false (default), the preview site will connect to
Analysis Services using the identity of the PPSMonitoringWebService Application Pool.
So once again, ensure that the identity of the PPSMonitoringWebService Application
Pool has the appropriate permissions to Analysis Services Databases.

When “Connection per User” is set to true, the preview site will connect to Analysis
Services using the identity of the user. This allows Analysis Services to enforce role-
based security when accessing the preview site.

The default path to the Preview site’s Web.config file is:
C:\Program Files\Microsoft Office PerformancePoint
Server\3.0\Monitoring\PPSMonitoring_1\Preview\Web.config

SharePoint Site Client Interface

Unlike the Dashboard Designer and Preview clients that are used almost exclusively by
developers, SharePoint Products and Technologies is the client used to deliver content
to end users. For most organizations, this content should be secured for each
individual user, requiring connections to Analysis Services to be made under the
identity of that user. This is again done by manipulating the ServerConnectionPerUser
setting in the web.config file for the SharePoint application.

When ServerConnectionPerUser is set to false, SharePoint Products and Technologies
will use the credentials of its Application Pool to connect to Analysis Services when
users are consuming PerformancePoint content. This again means that the Application
Pool account for SharePoint Products and Technologies will need access to the cubes.
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This is not a common configuration unless the information being made available is not
sensitive, and can be viewed by anyone.

When ServerConnectionPerUser is set to true, SharePoint Products and Technologies
uses the credentials of the user accessing the site.

The path to this Web.config file is dependent upon the configuration of the SharePoint
Products and Technologies environment. The following is a sample path to this
Web.config file:

C:\Inetpub\wwwroot\wss\VirtualDirectories\80\Web.config

Custom Data Another method for managing authentication is to pass Analysis Services a text value
containing the name of the currently authenticated user. This is done by utilizing the
Custom Data property of an Analysis Services connection string. This connection string
property enables client applications to pass Analysis Services a text value when
creating a new connection. PerformancePoint uses this to pass the name of the
authenticated user to Analysis Services where it can be leveraged to apply security
within the Analysis Services cubes.

The usage of the Custom Data connection string property is managed through the
UseASCustomData configuration for PerformancePoint. Just like the Connection Per
user configuration, the Use Custom Data configuration is managed within Web.config
files, and is set to a Boolean (true/false) value.

Typically the user name that is passed to Analysis Services is utilized within the
dimension data tab of an Analysis Services Role. The CUSTOMDATA() MDX function
returns the value passed to Analysis Services through the Custom Data connection
string property. The CUSTOMDATA() function can be used to construct an MDX set
expression that defines a sub-set of dimension members that a particular user should
be able to access.

Note that the primary advantage of the Use Custom Data configuration is that in some
three-tier intranet architectures, Kerberos and delegated authentication may not have
to be configured, which significantly reduces the complexity of the environment. This
is because a connection to Analysis Services can be made with the service account,
and the name of the current user can still pass to Analysis Services through the
Custom Data connection string property. This eliminates the double-hop issue that
typically drives the need for Kerberos and delegated authentication.

The benefit of this approach is the obvious reduction in complexity and configurations
required to stand up a new environment. The drawback is that MDX set expressions
must be utilized within the Dimension Data tab of Analysis Services to secure the
cubes, and Role membership cannot be used to enforce security between individuals
since connections to the cubes are made under the credentials of a service account.

Using SSAS The configuration of an environment to use the UseASCustomData configuration is

Custom Data relatively straightforward in comparison to ServerConnectionPerUser. When
UseASCustomData is set to false, no information is passed to Analysis Services
through the Custom Data connection string property. When it is set to true, the
current user’s name is passed to Analysis Services via the Custom Data connection
string property.

Just like the ServerConnectionPerUser configuration, the UseASCustomData
configuration is set for Dashboard Designer, the Preview Site, and the SharePoint site,
through the same respective web.config files. An example of the UseASCustomData
configuration within one of these web.config files is below:
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B web.config - Notepad -0 x|
File Edit Format Yew Help
<APPSETTings > =l
<add kew="Fr i Ie="True" /=
e

Ey= B, 5] rFing. walle="Data SourcesmMswk

<add key="Bpm.ElementmemorycacheTime"” walue="5" />
<add key="Bpm.EnabhleanalyticqueryLogging” walue="False" /> I
<add key="Bpm.IndicatorimagecacheTime" wvalue="10" />
<add key="Bpm.DatasourcequeryTimeout"” value="300" />
<add key="ExportToExcelEnabledControls" wvalue="PivotChart, sgqlrepc
<add key="ExportToPowerrPointEnabledControls" walue="PivotcChart,Tr
<add key="Bpm.webPartResourcerath" wvalue=" Awebservice/Previews" s

< fappsettings>

<Bpm= -

1] | v

Figure 10 - UseASCustomData web.config

For locations of each of the three web.config files, refer to the Error! Reference
source not found. section above.

Connection Another less commonly used option for managing security is the Roles setting within a

Roles PerformancePoint Data Source to Analysis Services. This enables a Data Source to
connect to Analysis Services with the permissions of the specified roles. In the figure
below, the Roles setting is highlighted, and is configured to use the combined
permissions of roles RoleX, RoleY, and RoleZ.
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o

¥ Use Standard Connection

Server: IMSWP-SQLzﬂDB
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( Roles: iRDIeXJRDIeVJRDIeZ }

™ Use the Following connection

=)

Connection Skring:

Cube: Adventure Warks

=

Cache Settings

o

Specify the length of kme in minukes ko waik before refreshing daka,

Interval; |1EI|

Test Connection |

Figure 11 - Roles within a PPS Data Source

The drawback of this approach is that all users will have the same rights to Analysis
Services data through the data source(s) used within a dashboard. This decentralizes
the administration of security outside of Analysis Services, and may not be the most
desired solution. For the purposes of this whitepaper and its lab environment, the
Roles setting within a Data Source is not used.
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PPS The following architecture diagram illustrates the various connection points in the
Connection architecture of PerformancePoint. Note that the connections that are configurable are
Architecture reflected in the diagram.

4 : )
0
-
c
g Dashboard Dashboard SharePoint
(@) Designer Preview Web Parts
(]
i
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s = PerformancePoint SharePoint Web
Server Web Service Application
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© — = g
T .2 [
ale >

PPSMonitoring Analysis

Database Services Cube(s)
Sﬂ@ User @ Service %or@ User or Service

\_ Credentials Credentials Credentials )

Figure 12 - PPS Connectivity Architecture

Note that for the purposes of this whitepaper a lab environment was created, and it
has been configured to have ServerConnectionPerUser set to true, and Custom Data
set to false. This is the most common configuration for extranet scenarios, and is
supported by Microsoft.
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Impact of There can be a significant impact to performance when changing PerformancePoint
Connection connection configurations. PerformancePoint Server has functionality for caching the
Settings results of queries for a period of time, allowing subsequent requests to be answered

directly without another query being issued to Analysis Services. This setting is
maintained for each data connection in Dashboard Designer, highlighted in the
following figure:

»

Conneckion Sektings

¥ Use Standard Connection

Server: |mswp-scL2008

Database: IAdventure Warks DWW j

Roles: I

€ Use the Following connection

=
Connection String:
[
Cube: Adventure Works j
Cache Settings 3

Specify the length of time in minutes to wait before refreshing data.

Inkerval: IID

Test Connection |

Figure 13 - PPS Data Source Cache Setting

When the ServerConnectionPerUser or UseASCustomData configuration for
PerformancePoint are both set to false, PerformancePoint will create a single
connection to Analysis Services under the credentials of a Service Account, and all
users will see the same results when viewing a PerformancePoint dashboard. Because
of this, the cache can be shared between all users, which can lead to significant
performance improvements for frequently viewed dashboards.

However, when either the ServerConnectionPerUser or UseASCustomData
configuration for PerformancePoint is set to true, a unique connection is created to
Analysis Services for each user accessing PerformancePoint. This means that a cache
is created for each individual user, and can’t be shared between users. As a result, the
caching benefits are significantly reduced, and the solution will generally not be able to
support the same number of users with equal performance.

For more information regarding PerformancePoint Connectivity, refer to this
whitepaper:

http://ppsblog.members.winisp.net/Img/MonitoringServerConnectivityDocument A409
/PPSMSConncectivity02092008.pdf

ISA Server

Microsoft Internet Security and Acceleration Server (ISA) 2006 is an application-layer
filtering capable firewall that among other things provides network edge protection,
secure application publishing, web caching, VPN, and proxy services. As a proxy, ISA
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Server can function in both forward and reverse capacities. When ISA Server publishes
a server or an application to the public Internet, it functions as a reverse proxy,
forwarding client requests to the published resources on behalf of the client while
keeping the process completely seamless. Client requests go to the ISA Server
computer where they are filtered and analyzed, and then the ISA Server computer
forms a request to the published resource which in turn responds back to the ISA
Server computer which then responds to the client. From the perspective of the client,
the published resource seems to be directly accessible from the Internet.

One of the key benefits of implementing ISA Server 2006 is that it provides pre-
authentication of clients prior to granting access to the published resources. It is
considered pre-authentication because ISA Server 2006 does not merely pass the
authentication request to the published resource, but instead it authenticates the
client against a number of security providers such as Active Directory, RADIUS, and
RSA Security among others prior to sending the request to the published resource. If
the client is successfully authenticated, then ISA server can seamlessly pass (or
delegate) the client credentials to the published resource in whatever form the
published resource requires. This enables organizations to mix certain forms of
authentication and delegation to meet specific security requirements. For example,
ISA Server may enforce RADIUS pre-authentication for clients and pass the credentials
in Basic form to the published resource. For a list of valid pre-authentication and
delegation combinations please see the following link:
http://technet.microsoft.com/en-us/library/bb794722.aspx

As a Windows Server family product, ISA Server 2006 can be joined to an Active
Directory domain. One key benefit of ISA Server 2006 being a member of a domain is
that it can delegate the client credentials using Kerberos Delegation (both constrained
and unconstrained). That is, ISA Server can obtain a service ticket on behalf of the
client whether the client computer is a member of the domain or not. Because the
ServerConnectionPerUser configuration for PerformancePoint Server 2007 requires
Kerberos authentication, ISA Server 2006 becomes a critical component of any
extranet solution.

Publishing ISA Server 2006 publishing rules provide the means through which internal services

Rules and applications are made available to clients in the public Internet. Publishing rules
are comprised of a set of conditions that when met, certain actions are then taken.
Publishing rules are associated with a Listener which provides the authentication
mechanism. A single Listener can be shared across multiple publishing rules. The
following bulleted list details what a Listener controls versus what the Publishing rules
control:

O Listener

Network and IP addresses for incoming requests

Connection ports

Concurrent client connections

SSL Certificate Assignments

Authentication and Validation methods

Authentication forms customization and password management
Single Sign On (SS0O)

v v v v v v Vv

0 Publishing Rule

Action (Allow/Deny)

Traffic Sources

Destination (published resource)
Allowed Protocols

Assigned Listener

URLs

v v v v v Vv
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Published Paths
Authentication Delegation
Protocol Bridging

Users and Groups

Rule Schedule

Link Translation

v v v v v Vv

ISA Server 2006 includes easy to use wizards for publishing SharePoint sites. Properly
configuring a publishing rule for SharePoint sites that have PerformancePoint
dashboards requires that the delegation of credentials in the publishing rule be set to
Negotiate (Kerberos/NTLM) or Kerberos Constrained Delegation. Kerberos Constrained
Delegation can only be used when the ISA Server computer account in Active
Directory is trusted for constrained delegation to any authentication protocol. When
either form of credential delegation is used, the SPN used by ISA Server 2006 to
obtain a Kerberos ticket on behalf of the user must also be specified. This SPN must
match the SPN that was registered to the Application Pool Identity account for the
SharePoint Products and Technologies Web Application hosting the PerformancePoint
dashboards. Figure 14 - Delegation of credentials in a publishing rule illustrates the
Authentication Delegation page of an ISA Server publishing rule.

Publish to Extranet Properties 2=l
Bridging | Users I Schedule | Link Translation
General | Actionl From | To | Trafficl Listenerl Public Namel Paths
Authentication D elegation Application Settings

Method uzed by 154 Server to authenticate to the
published ‘web server:

Description

154 Server will uze Negotiate [SPHEGO] authentication to authenticate
clients to the ‘wWeb server. 1S4 Server first ties using kerberos to
authenticate, If it cannaot obtain a Kerberos ticket for the Web server, it
falls back to MTLM authentication. The *eb zerver must accept
Megotiate authentication. I the \Web server iz 1S, it must accept
Integrated authentication.

Type the Service Principal Mame [SPH] used by |54 Server for Kerberos
authentication:

hittp/portal. rimtraders. com

= If the SPM of this computer was changed uzing a tool such az
“lr) zetzph.exe, tpe the SPM zet with that tool.

Help abiout authentication deleqation

Test Rule | QK I Cancel | Apply |

Figure 14 - Delegation of credentials in a publishing rule

Kerberos Constrained Delegation is only supported when the Listener is configured
with the following combinations of authentication and validation methods:

Table 6 - Authentication and Validation Combinations for KCD

Authentication Validation

Forms-based authentication Active Directory (Windows)
Active Directory (LDAP)
RADIUS
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Authentication Validation

Basic Active Directory (Windows)
Active Directory (LDAP)
RADIUS

Digest Active Directory (Windows)

Integrated Active Directory (Windows)

Forms-based authentication with SecurID

passcode RADIUS one-time password

Client certificate Active Directory (Windows)
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Environment Configuration Steps

This section covers the lab which served as the proof of concept for this White Paper.
This section also covers how the lab was configured should readers wish to try the
concepts presented herein themselves. Also provided are the step-by-step
instructions on how each component of the solution was configured (SQL Server,
SSAS, Office SharePoint Server, PerformancePoint Server, ISA, Active Directory,
Kerberos, Client).

Lab Overview

This section covers the details of the lab including the platform, OS, Networking
configuration, VM specs, Directory Services configuration, etc.

To demonstrate the extranet environment depicted throughout this document, a lab
environment was built as a proof of concept. This lab was built using Microsoft
virtualization technology based on Windows Server 2008 and Hyper-V. The virtual
environment simulates the infrastructure depicted in the following diagram.

0OS: Windows Vista Ent. SP1

IP: 10.1.2.106/16
App: IE7
’ | 0S: Windows XP Pro. SP3
IP: DHCP
S | App: IE6
~|
S / External
Ny
MSWP-CLEINT (Physical Network)
N 0s: Windows XP Pro. SP3
MSWP-CLIENT2 IP:  DHCP

os: Win.Srv.2003, R2 SP2
NIC #1 IP: 10.1.2.105/16

NIC #2 IP: 192.168.200.1/24

App: ISA Server 2006 SP1

App: IE7

37
MSWP-CLIENT3

X

MSWP-SQL2008  X:

MSWP-ISA

0S: Win.Srv2008, SP1 P -
1P 192.168.200.5/24 MSWP-SQL <4
App: SQL Server 2008 NS
OS: Win.Srv2003, R2 SP2 N
IP: 192.168.200.4/24 MSWP-MOSS
App: SQL Server 2005
OS: Win.Srv2003, R2 SP2
IP: 192.168.200.3/24
App: SharePoint Server 2007
MSWP-NET

OS: Win. Srv.2003, R2 SP2
1P 192.168.200.2/24
App: DC and DNS

<b\ nwtraders.msft

Figure 15 - Lab Environment

The following tables detail the virtual environment.
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Table 7 - Lab Configuration

Virtual Networks

Name
MSWP-NET

External

Purpose

Simulate LAN. Servers such
as Active Directory Domain
Controllers, SQL Server, and
Office SharePoint Server
connect to this network.

Simulate WAN. Clients
external to the Domain/LAN
connect to this network. This
network is bound to a
physical network adapter on
the Hyper-V host.

Virtual Machines

Name
MSWP-DC

MSWP-SQL

MSWP-

SQL2008

MSWP-MOSS

MSWP-ISA

Purpose
Active Directory Domain
Controller and DNS.

SQL Server 2005. Back-End
for Microsoft Office
SharePoint Server 2007.

SQL Server 2008. Analysis
Services databases for
PerformancePoint 2007.

Microsoft Office SharePoint
Server 2007.

Microsoft Internet Security

Connection Type
Private virtual machine network.

External

Configuration

RAM = 512MB

CPU = 1x

DISK1 = Differencing Disk (10GB
Max)

CD-ROM = 1x

NIC Connection = MSWP-NET

NIC IP = 192.168.200.2/24

OS = Windows Server 2003 R2 SP2

(x86)

RAM = 1024MB

CPU = 1x

DISK1 = Differencing Disk (10GB
Max)

CD-ROM = 1x

NIC Connection = MSWP-NET
NIC IP = 192.168.200.4/24
0OS = Windows Server 2003 R2 SP2

(x86)
RAM = 2048MB
CPU = 1x

DISK1 = Dynamic VHD (25GB Max)
DISK2 = Dynamic VHD (30GB Max)
CD-ROM = 1x

NIC Connection = MSWP-NET

NIC IP = 192.168.200.5/24

0OS = Windows Server 2008 SP1

(x64)

RAM = 1024MB

CPU = 1x

DISK1 = Differencing Disk (10GB
Max)

CD-ROM = 1x

NIC Connection = MSWP-NET

NIC IP = 192.168.200.3/24

0OS = Windows Server 2003 R2 SP2
(x86)

RAM = 512MB
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Virtual Machines

Name

MSWP-
CLIENT

MSWP-
CLIENT2

MSWP-
CLIENT3

Purpose

and Acceleration Server
2006. Firewall and Reverse
Proxy.

Windows Vista + Internet
Explorer 7 external client.

Windows XP + Internet
Explorer 6 external client.

Windows XP + Internet
Explorer 7 external client.

Active Directory

Forest Name:

Forest Functional Level:
Domain Controllers:

nwtraders.local
Windows Server 2003
MSWP-DC (SM, DNM, IM, RIDM, PDCE, GC)

Configuration

CPU = 1x

DISK1 = Differencing Disk (10GB
Max)

CD-ROM = 1x

NIC #1 Connection = External

NIC #1 IP = 10.1.2.105/16

NIC #2 Connection = MSWP-NET
NIC #2 IP = 192.168.200.1/24

0OS = Windows Server 2003 R2 SP2

(X86)
RAM = 512MB
CPU = 1x

DISK1 = Dynamic VHD (15GB Max)
CD-ROM = 1x

NIC Connection = External

NIC IP = 10.1.2.106/16

0OS = Windows Vista Enterprise SP1

(x86)
RAM = 512MB
CPU = 1x

DISK1 = Dynamic VHD (15GB Max)
CD-ROM = 1x

NIC Connection = External

NIC IP = (DHCP)

0OS = Windows XP Professional SP3

(x86)
RAM = 512MB
CPU = 1x

DISK1 = Dynamic VHD (15GB Max)
CD-ROM = 1x

NIC Connection = External

NIC IP = (DHCP)

0OS = Windows XP Professional SP3
(x86)
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Active Directory, Kerberos, and Constrained Delegation

The following steps walk through the configuration of Active Directory accounts to
enable Kerberos authentication and constrained delegation. In the lab, the following
service accounts require configuration for Kerberos and KCD:

Table 8 - Lab Service Accounts

Account Name

Purpose

Addition of

KCD Required

SPN Required

General purpose
application pool
account. This is the
Identity account
for the application

_SvcMossAppPoolID

pool hosting the
web app for the

YES

site where
PerformancePoint
dashboards are

deployed

Service account for
SQL Server

_SvcSQLSSAS

Table 9 - Lab required SPNs

SPN
HTTP/intranet.nwtraders.msft

HTTP/portal.nwtraders.com

MSOLAPSvc.3/MSWP-
SQL2008.nwtraders.msft

Analysis Services YES
service

Registered To
_SvcMossAppPoolID

_SvcMossAppPoolID

_SVCSQLSSAS

1. Register SPN for App Pool Account

YES

YES

Reason

The web app
intranet.nwtraders.msft
runs in an app pool with the
identity
_SvcMossAppPoolID

The web app has a host
header and AAM for the
Public URL
http://portal.nwtraders.com

The SQL Server Analysis
Services service runs on
MSWP-SQL2008 under the
context of _SvcSQLSSAS

a. On a server running the Windows Server 2003 Support Tools or
running Windows Server 2008, open a command prompt.

b. At the command prompt, issue the following commands to add a SPN
for the web app Internal URL to the app pool Identity account:
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SETSPN -A HTTP/[web_app_internal_ur1] [DOMAINNAME]\[username]

and
SETSPN -A HTTP/[web_app_url_host] [DOMAINNAME]\[username]
In our lab, these commands look as follows:

SETSPN -A HTTP/intranet.nwtraders.msft NWTRADERS\_SvCMOSSAppPoo1ID
SETSPN -A HTTP/INTRANET NWTRADERS\_SvCMOSSAppPoo1ID

At the command prompt, issue the following commands to add a SPN
for the web app Public URL to the app pool identity account:

SETSPN -A HTTP/[web_app_public_url] [DOMAINNAME]\[username]

and
SETSPN -A HTTP/[web_app_url_host] [DOMAINNAME]\[username]
In our lab, these commands look as follows:

SETSPN -A HTTP/portal.nwtraders.com NWTRADERS\_SvcMossAppPoolID
SETSPN -A HTTP/PORTAL NWTRADERS\_SvcMossAppPoolID

2. Register SPN for SSAS Service Account

a.

On a server running the Windows Server 2003 Support Tools or
running Windows Server 2008, open a command prompt.

At the command prompt, issue the following commands to add a SPN
for the SQL Server Analysis Services host to the SSAS service account:

SETSPN -A MSOLAPSvc.3/[sqlserver_fqdn] [DOMAINNAME]\ [username]

In our lab, this command looks as follows (all on a single line):

SETSPN -A MSOLAPSvc.3/mswp-sq12008.nwtraders.msft
NWTRADERS\_SvCSQLSSAS

3. Configure App Pool Account for KCD

a.

On an Active Directory domain controller, open the Active Directory
Users and Computers management console.

Browse for the application pool identity account. Right-click on the
User object and choose Properties. In our lab, this account is
_SvcMossAppPoolID.

On the User properties window, click the Delegation tab.

Note: if no SPNs are registered to a user account, the delegation tab
in the properties window is not available. Ensure that at least one SPN
has been registered to the user object prior to configuring delegation.

Click the “Trust this user for delegation to specified services
only” radio button, and then click the “Use Kerberos only” radio
button.

Note: For best security the application pool identity account should
always be trusted for constrained delegation with the “Use Kerberos
only” option. If the “Use any authentication protocol” option is enabled
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instead, Protocol Transition is enabled for the application pool account,
and the web application can accept less secure forms of authentication
while still obtaining a Kerberos ticket on behalf of the user.

e. Click the Add button to open the Add Services dialog box.

f. In the Add Services dialog box, click the Users or Computers button
to search for specific user or computer objects.

g. In the Select Users or Computers dialog box, enter the name of the
service account for SSAS. In our lab this is _SvcSQLSSAS. Click
OK.

h. Back in the Add Services dialog box the SPNs registered to the account
will be displayed. Select the SPN for the SSAS service. In our lab
this SPN is:

MSOLAPSvc.3/mswp-sql2008.nwtraders.msft
i. Click the OK button to close the Add Services dialog box.

j. Click Apply, and then click OK to close the User account properties
window.

Microsoft Office SharePoint Server 2007

This portion of the document focuses on the steps necessary to configure a Microsoft
Office SharePoint Server 2007 farm to support a deployment of PerformancePoint
Server 2007. The steps carried out here are also applicable to Windows SharePoint
Services 3.0 without modifications. Please note that the steps outlined below assume
that an Office SharePoint Server farm has already been deployed and properly
configured, therefore the installation and configuration of Microsoft Office SharePoint
Server 2007 or Windows SharePoint Services 3.0 is not covered.

Web The following procedures walk through the process of enabling Kerberos
Application Authentication for a web application. The walkthrough covers the configuration for
Configuration both new and existing web applications.

New Web Applications
1. Create a web application
a. Open the SharePoint Central Administration website and navigate
to Application Management > Create or extend Web
application.
b. In the Create or Extend Web Application page, click on the Create a

new web application link to get to the Create New Web Application
page which is divided into sections.
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IIS web site section

i. The Create a new IIS web site radio button will be selected
by default. Enter a descriptive nhame for the web application.
This description is displayed in Internet Information Services
Manager as the web site, and it becomes the name of the web
application inside Office SharePoint Server. For our lab, the
description is Northwind Traders Portal.

ii. Enter a port number for the web application. This is the port
that IIS uses to listen for HTTP requests. For our lab, the port
is set to 80.

iii. Enter the Host Header which IIS will use to listen for HTTP
requests. If this field is left blank, IIS will respond to requests
to the host name and the port number set in the previous
step. For our lab, the host header is set to
http://intranet.nwtrades.msft.

iv. Specify the path for the IIS virtual directory. Make note of this
directory as it will contain the web.config file for the web
application. For our lab, we accepted the default path
C:\Inetpub\wwroot\wss\VirtualDirectories\intranet.n
wtraders.msft80.

Security configuration section

i. Choose the option button for Negotiate (Kerberos) as the
authentication provider.

ii. Accept the default of No to allow Anonymous access.

iii. If your solution requires SSL for the Internal Web site, chose
Yes for the use of SSL. In our lab, SSL will not be used.

IMPORTANT: Secure Sockets Layer (SSL) is required to securely
deploy PerformancePoint Server. The product capabilities expose the
server and data sources to potential tampering or disclosure without
SSL. This document explains how to configure ISA server and Kerberos
constrained delegation with SSL enabled for the external Web

address. The internal Web address should also be secured using SSL
when dealing with sensitive data. Please refer to Office SharePoint
Server, IIS, and ISA server documentation for instructions on
configuring SSL for the internal server address.

Load balanced URL section

i. Enter the Internal URL in the URL field. Since this web
application is being created, the Zone field is set to Default
and cannot be changed. The load balanced URL for our lab is
http:/ /intranet.nwtraders.msft:80.

Application pool section

i. Choose the radio button to Create new application pool, and
provide a descriptive Application pool name. For the
security account, select the Configurable radio button and
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then enter the username and password for the account
which will serve as the Identity for the application pool. In

our lab, the application pool name is

NorthwindsTradersPortal, and the Identity account is

_SvcMossAppPoolID.

Database name and authentication section

i. Enter the name of the SQL server where the database for
the web app will be created. Normally, this field is populated
with the name of the default SQL server for the farm. In our

lab, the SQL server name is MSWP-SQL.

ii. Enter the Database Name. In our lab, the database name

is MOSS_Portal_Content.

iii. If the SQL server in your environment is configured for
Windows authentication (recommended), then you can
accept the default selected option. Otherwise, enter a SQL

login and password with sufficient rights to create the

content database. In our lab, SQL server is configured for

Windows authentication only.

2. Create a site collection

a.

g.
h.

Open the SharePoint Central Administration website and navigate

to Application Management > Create Site Collection

Choose the web application created in step 1 above. In our lab this

web application is Northwinds Traders Portal.

Enter a title and description for the site collection.

If the site collection is going to be hosted on a path other than the root
(/), then enter the path. Otherwise, accept the defaults. In our lab, the

site collection is hosted at the root of the URL.

Select a template for the site

Specify a primary and secondary Site Collection Administrator
Specify Site Quota Template

Click OK to create the site collection.

Existing Web Applications

1. Modify Authentication Providers

a.

In the SharePoint Central Administration website navigate to

Application Management > Authentication Providers.

In the Authentication Providers page select the web application for

which the Membership Provider will be modified.

Click the zone for which the Membership Provider will be modified. In

our lab this is the Default zone.

Set the Authentication Type to Windows, and in the IIS
Authentication Settings section check the box for Integrated
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Windows Authentication. Select the radio button for Negotiate
(Kerberos). A warning indicating that manual configuration steps by
a domain administrator are required will appear. Click OK to close the
warning. Click Save to store the settings.
Site The following steps walk through the configuration of SharePoint site collections that
Collection will host PerformancePoint 2007 Dashboard Pages. The first step will be to give access

Configuration to the appropriate users or groups to the SharePoint site collection. The second step is
to add a Page Library to the site where PerformancePoint 2007 dashboards will be

deployed.

1. Configure Site Collection Security

a.

f.

Using Internet Explorer, browse to the SharePoint site that was
created during the previous steps. On the landing page, browse to
Site Actions - Site Settings.

In the Site Settings page click the Advanced Permissions link.
In the permissions page click New > Add User.

Enter the Active Directory Users and/or Groups which will be granted
access to the site collection.

In the Give Permission section of the page select a SharePoint
group to which the users will be added. Alternatively, users can be
given permission directly. Dashboards require at least View Only
rights.

Click OK to accept the settings.

2. Add a Page Library for the Dashboards

a. In the SharePoint site that was created during the previous steps,
navigate to Site Actions > Create > Document Library.
b. Enter a name and description for the document library.
c. Specify whether to place a link for the document library in the quick
launch left navigation pane.
d. Leave version history settings off, as dashboard pages do not require
version tracking.
e. For Document Template select the Basic page template.
f. Click Create for the document library to be created.
Alternate The following steps walk through the configuration of Office SharePoint Server
Access Alternate Access Mappings for the web application hosting the sites with
Mappings PerformancePoint 2007 dashboards. Alternate Access Mappings are necessary when

the URL to access the web application externally is different than the URL to access
the web application internally.

1. Add a public URL for the Internet zone

©2009 Intellinet | www.intellinet.com

Page 38



Microsoft

Environment Configuration Steps

d.

In SharePoint Central Administration navigate to Operations >
Alternate Access Mappings.

By default, all AAM collections are shown. Change the AAM Collection
by clicking the Show All drop-down menu and choosing Change
Alternate Access Mapping Collection. Select the collection
matching the web application that was created for the dashboards. In
our lab this is Northwinds Traders Portal.

Click the Edit Public URLs link. Add the URL that users will type when
browsing for the site on the public Internet to the Internet field. In
our lab the URL is https:/ /portal.nwtraders.com. This will add an
Alternate Access Mapping containing “https://portal.nwtraders.com” as
both the Internal and Public URLs for the zone.

Click Save to accept the settings.

2. Add host header to web application in IIS

Windows Server 2003

a.

Open Internet Information Services Manager. Navigate to
[SERVERNAME] > Web Sites.

Right-click the web application for the SharePoint site that will host the
dashboards and choose Properties.

In the Web site tab of the properties window click the Advanced
button.

In the Advanced Web Site Identification dialog box click the Add
button. This will open the Add/Edit Web Site Identification dialog box.

In the Add/Edit Web Site Identification dialog box enter the TCP port
that will be used to listen for HTTP requests. In our lab this is set to
port 80. If a port other than 80 is specified, be sure to include the port
when setting the connection from a reverse proxy.

In the Host Header value field, enter the public name as the host
header value. In our lab this is portal.nwtraders.com. Click OK to
close the dialog boxes and the web site properties window.

Windows Server 2008

a.

Open Internet Information Services Manager. Expand Server >
Sites.

Right-click the Web application for the SharePoint site that will host
the dashboards and choose Edit Bindings.

Click the Add button. Enter the public name in the Host Name field.
In our lab this is portal.nwtraders.com. If a port other than 80 is
specified, be sure to include the port when setting the connection from
a reverse proxy.

3. Add SSL Certificate to the web application in IIS

Windows Server 2003
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a. Obtain a server certificate from a publicly trusted certification authority
that matches the published name of your site. For our lab, the
certificate is for portal.nwtraders.com. For details on how to
generate a certificate request from IIS see this article on TechNet.

b. Once the certificate has been installed, assign the certificate to the
web application by following these steps:

i. Right-click the web application in IIS and choose Properties.

ii. Go to the Directory Security tab, and then click the Server
Certificate button. This will start the Web Server Certificate
wizard. Click Next to begin.

iii. Choose the Assign an existing certificate radio button and
click Next to continue.

iv. In the list of available certificates choose the appropriate
certificate which was installed on the server. In our lab, the
certificate name is portal.nwtraders.com. Click Next to
continue.

v. Accept the default port number of 443 for the SSL port, and
click Next to continue.

vi. Review the changes that are about to be made and click Next.
Click Finish to complete the wizard.

Windows Server 2008

a. Obtain a server certificate from a publicly trusted certification authority
that matches the published name of your site. For our lab, the
certificate is for portal.nwtraders.com. For details on how to
generate a certificate request from IIS see this article on TechNet.

c. Once the certificate has been installed, assign the certificate to the
web application by following these steps:

i. Right-click the web application in IIS and choose Edit
Bindings.

ii. Click the Add button to add a new binding.

iii. Click the drop-down box for the binding Type and choose
HTTPS.

iv. Click the drop-down box for the SSL certificate, and choose the
certificate which was installed on the server. In our lab, the
certificate name is portal.nwtraders.com.

v. Click the OK button to close the add site binding dialog box.

vi. Click the Close button to close the site bindings window.

Important Notes about the Above Procedures
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In a nutshell, following the steps thus far has effectively created a site which is
accessible using two distinct URLs: http://intranet.nwtraders.msft and
https://portal.nwtraders.com. This has been done to illustrate the use of Alternate
Access Mappings, and how valuable this feature is in situations where the same site
needs to be accessed using different URLs. In many real world deployments extranets
are published using a single dedicated site with a single URL. In those cases
configuring multiple Alternate Access Mappings is not necessary.

Since our site is being hosted on a single web application, turning on the option in IIS
to require SSL would render the URL http://intranet.nwtraders.msft inaccessible. This
does not mean that SSL encryption cannot be used, but instead that IIS will allow the
site to be accessed both with and without encryption using both URLs. In cases where
ISA Server is used to publish a website, not enabling this option in IIS is typically not
a security concern because ISA Server while using unencrypted traffic between itself
and the published site it can encrypt the traffic between itself and the clients on the
Internet. It would have been possible then to not use SSL for the URL which is
intended for the extranet (portal.nwtraders.com), however this would have caused the
dashboards to work incorrectly (see the Alternate Access Mappings section of this
document).

Another approach to this solution would be to extend the web application to an
additional IIS site using the public URL for both the host header and the Load
Balanced URL. That is, the same web application would be hosted in two distinct IIS
virtual directories/websites each one with its own URL. Following this approach
requires that the PerformancePoint web parts be manually deployed to the new IIS
virtual directory, and that the same procedure for modifying the web.config file that
was described earlier in this document be followed.

SQL Server 2008 and Analysis Services

Create SSAS The following steps guide the process of creating a Service Principal Name (SPN) for

SPN Analysis Services. This assumes that the setspn.exe utility is installed. For details
Service Principal Names, or on installing the setspn.exe utility, refer to the Active
Directory Technology Overview section. For details of Analysis Services’ usage of
Service Principal Names, please see the SQL Server and SQL Analysis Services
Technology Overview section.

Before continuing, you should understand the following abbreviations:

- [NETBIOS NAME]: The NetBIOS name of the host server for Analysis
Services.
o In our lab environment, this is MSWP-SQL2008.
-  [FQDN]: The fully qualified domain name of the host server for Analysis
Services.
o In our lab environment, this is MSWP-SQL2008.NWTRADERS.MSFT
- [DOMAIN]: The domain for your environment.
o In our lab environment, this is NWTRADERS
- [SERVICE ACCOUNT]: The service account that Analysis Services is running
under.
o In our lab environment, this is _SvcSQLSSAS.

To configure the Service Principal Names for Analysis Services:
1. Open a command prompt
a. Click Start > Run
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b. Type cmd and press Enter
2. Create a SPN for Analysis Services for the FQDN name
a. Type the following command at the command prompt

setspn —A MSOLAPSvc.3/[NETBIOS NAME] [DOMAIN]\[SERVICE ACCOUNT]

3. Create a SPN for Analysis Services for the NETBIOS name
a. Type the following command at the command prompt

setspn -A MSOLAPSvc.3/[FQDN] [DOMAIN]J\[SERVICE ACCOUNT]

The following commands were used for configuring our lab environment: setspn -A
MSOLAPSvc.3/MSWP-SQL2008 NWTRADERS\_SvcSQLSSAS
setspn -A MSOLAPSvc.3/MSWP-SQL2008.nwtraders.msft NWTRADERS\ SvcSQLSSA

PerformancePoint Server 2007

Office Refer to the Technology Overview for PerformancePoint Server to determine the
SharePoint appropriate Connection Per User setting for SharePoint Products and Technologies.
Server

Connection 1. Determine the Web Application you are using for Office SharePoint Server.
per User

a. Go to Start > All Programs > Microsoft Office Server >
SharePoint Central Administration.

b. Click on the Application Management tab.

c. Select Web Application List under the SharePoint Web Application
Management Section.

d. Find the URL for the Web Application you wish to modify, and note its
related Web Application Name. For our lab environment, this is
Northwinds Traders Portal.

Central Administration Welcome NWTRADERS\Administrator ~ | My Site | My Links - @
%Iy - - -

}%‘» Central Administration

Home  Operations | Application Management I: Fe Actic I‘

Central Administration > Application Management = Web Application List

Web Application List

Web
View All Site Content Web Application
Central S Application = URL
Administration o Name o
My Site Host / http:/fmy.nwtraders. msft/
= Operations —
MorthWinds Traders Portal ( http:/fintranet.nwiraders.msft) )
= Application " Py b — .
Management SharedServices1 Admin Host ttp:/fsspl.nwtraders.msft: 7001/
SharePoint Central Administration v3 http://mswp-moss: 7000/

Shared Services

Administration
Cancel |

= SharedServices1

2. Find the location of the web.config for the Office SharePoint Server Web
Application.
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d.

€.

Open up Internet Information Services (IIS) Manager by
navigating to Start > Administrative Tools > Internet
Information Services (I1IS) Manager.

Within IIS Manager, expand [Computer Name] (local computer) >
Websites.

Right click on the Web Application and select Properties.

'[; Internet Information Ser

¥a File

e BEEFRER @E 2] ) n

Acktion  Wiew  Window  Help

-E'g Internet Information Services

=58 MEWP-MOSS (ocal computer)
- __| Application Poals

B Weh Sites

; Default web Site (Stopped)

SharedServices1 Admin Hast

Office Server Web Services

Morth\Winds Traders Portal

My Sike Host

SharePoint Central Administration «3

PPSMonitoring

- ‘Web Service Extensions

-

Within the Properties window, select the Home Directory tab.

Note the home directory path for this Web Application. This is where
our web.config file is located.

MorthWinds Traders Portal Properties Blx|
Directary Security I HTTF Headers Custorn Errars | ASP.MET
wiebSite | Performance | ISAPIFiters  HomeDirectory | Documents

The content For this resource should come Fram: . .
Web Application

Home Directory
™ A share located on another computer

" A redirection ko a URL
d:l_C_:'|,Inetpub'|,wwwront'l,wss'l,\-'irtuaIDirectE)

I Lag visits
[~ Index this resource

¢ g direckory located on this computer

Local path: Bromse,

r Scripk source access
v Read

[~ Write

™ Directory browsing

Application sektings

Application narme: I Rook Remove

Starking poink: <Maorthvwinds Traders Po...

Configuration. ..

Execute permissions: IScripts and Executables

Application poal: nlzad

il

|
[

INDrthWindsTradersPortaI

[al'd I Cancel | Al | Help |

3. Change the Connection Per User application setting in the Office SharePoint
Server Web Application’s web.config.
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a. Navigate to the Home Directory for your Office SharePoint Server Web
Application.
b. Locate the web.config file and open it using Notepad or another text
editing application.
c. Locate the Bpm.ServerConnectionPerUser configuration under the
appSettings section.
d. Change its value to True.
[® web.config - Notepad -|O] x|
File Edit Format ‘iew Help
</ System, wor kT Tow, ComponentMode] . workTTowCompilers ﬂ
<appsettingss
<add key="FeedCacheTime" wal ue="300" I
<add key="FeedPa eLIr"'I " wvalue="/_Tayouts,/feed. aspx?" /3
<add key="FeedxsT1l" value="/Style Library /sl style st
<add key— Repn:ur‘tw ewerMessages ua'l ue="p1 Cr‘DSD'Ft Share
l
<add key=" Bpm Enab'l eAna'Iy'UcQuer‘yLng ng" value="False
<add key="Bpm.UseASCustombata” value="False" />
<add key="Bpm.IndicatorImageCacheTima" value="10" /»
<add key="Bpm.DatasourcequeryTimeout' value="300" /= e
<add key="ExportToExcelEnabledControls” walue="pivotck
<add key="ExportToPowerrointenabledControls” value="p1
<fappsettingss
<system. nets -
I — M
e. Save and close the web.config file.
f. To ensure the change is reflected by IIS, run an iisreset command
from a command prompt.
Dashboard Refer to the Technology Overview for PerformancePoint Server to determine the
Designer appropriate Connection Per User setting for Dashboard Designer.
Connection
Per User 1. Determine the path to the web.config for the "WebService” virtual directory

under the PPSMonitoring Web Application.

a.

Open up Internet Information Services (IIS) Manager by
navigating to Start > Administrative Tools > Internet
Information Services (IIS) Manager.

Within IIS Manager, expand [Computer Name] (local computer) >
Websites > PPSMonitoring.

Right click on the Virtual Directory named WebService and select
Properties.
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'E Internet Information Services (I15) Manager

¥4 Fle Action Wiew ‘Window Help
¢~ |fEEFRR REE]) =

-is'] Inkernet Information Services
= o 0 MIWP-MO5S local computer)
#-_ Application Pools
1) web Sites

- Defaulk Web Site (Stopped)

-4 SharedServicesl Admin Host

-4 Office Server Web Services

-4 Morthiinds Traders Portal

-4 My Sike Host

4 SharePoint Central Administration +3

=-f PPSManitoring Virtual Directory
(- g Central within PPSMonitoring
w‘f, DiesignerInstal Web Application

i Preview

d. Within the Properties window, select the Home Directory tab.

e. Note the Home Directory path for this virtual directory. This is where
our web.config file is located.

2. Change the Connection Per User application setting in the PPSMonitoring Web
Service’s web.config

a. Navigate to the Home Directory for your PPSMonitoring WebService

b. Locate the web.config file and open it using Notepad or another text
editing application

c. Locate the Bpm.ServerConnectionPerUser configuration under the
appSettings section.

d. Change its value to True.
e. Save and close the web.config file.

f. To ensure the change is reflected by IIS, run an iisreset command
from a command prompt.

Preview Site Refer to the Technology Overview for PerformancePoint Server to determine the
Connection appropriate Connection Per User setting for the PerformancePoint Preview Site.
Per User
1. Determine the path to the web.config for the “Preview” virtual directory under
the PPSMonitoring Web Application.

a. Open up Internet Information Services (IIS) Manager by
navigating to Start > Administrative Tools > Internet
Information Services (IIS) Manager
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b.

d.

e.

Within IIS Manager, expand [Computer Name] (local computer) >
Websites > PPSMonitoring

Right click on the Virtual Directory named Preview and select
Properties.

_P'J Inkernet Information Services
= o MEWP-MOSS (local computer)
- application Pools
=) Web Sites

- Default Web Sike (Stopped)

-- Shared3ervices1 Admin Host

-- Office Server Web Services

-- Morthwinds Traders Portal

-4 My Site Host

-- SharePoint Central Administration w3

=4 PPSMaritoring Virtual Directory
[+ g Central within PPSMonitoring
w45 Designerlnstal — Web Application

"'-u-“ WebService
F-__| ‘Web Service Extensions

Within the Properties window, select the Home Directory tab.

Note the home directory path for this directory. This is where our
web.config file is located.

2. Change the Connection Per User application setting within the web.config for
the Preview virtual directory under the PPSMonitoring Web Application.

a.

b.

Navigate to the Home Directory for the Preview virtual directory.

Locate the web.config file and open it using Notepad or another text
editing application

Locate the Bpm.ServerConnectionPerUser configuration under the
appSettings section.

Change its value to True.
Save and close the web.config file.

To ensure the change is reflected by IIS, run an iisreset command
from a command prompt.

ISA Server 2006

The following steps walk through the configuration of ISA Server 2006 to publish a
SharePoint site containing PerformancePoint 2007 dashboards.
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1. Create a Publishing Rule for Office SharePoint Server.

a. Open the ISA Server Management console.

b. Expand ISA Server - Firewall Policy

c. Right-click Firewall Policy and navigate to New > SharePoint Site
Publishing Rule. This will start the New SharePoint Publishing Rule
Wizard.

File Action VWiew Help
- O @El a0 s
[ Microsaft Internst Security and Accelsrat Microsaftr
=g mawe-sa et Securi
~EF] Monitoring o ,.i it ul
Refresh
Firewall Policy
i Troub IE;';Z:E Order_~ | e | Action |
Edit Sy;am Policy... a1 Publish to Extranst 12 allow
gx:hange Web Client: Access Publishing Rule. . Allov
ﬁ [ail Server Publishing Rule. ..
= Site Publishing Allow
el ‘Web Site Publishing Rule..
= Mon-Web Server Pgrutnt\:ll Publishing Rule.... I Deny
Access Rule. .

d. On the first screen of the wizard enter a descriptive name for the
publishing rule. Click Next to continue.

e. In the Publishing Type section of the wizard, specify the number of
servers or sites to publish by selecting the appropriate radio button.
For our lab, we choose to “Publish a single Web site or load
balancer.” Click Next to continue.

New SharePoint Publishing Rule Wizard 5[
Publishing Type
Select if this rule wil publish a single Web site or external load balancer, a Wweb
server Farm, or multiple Web sites,
(ol Publish a single 'Web site or load balancer,
Use thw‘s option to publish a single Web sike, or to publish a load balancer in front of
Help abaut: publishing & single Web site or load balancer
© Publish & server Farm of load balanced Web servers
Use this option to have I5A Server load balance requests hetwesn a server Farm
imirrared servers),
Help about publishing server Farms
" publish multiple Weh sites
Lse this option to publish more than one Web site. A new rule will be created for each
site published.
Help about publishing mulkiple Web sites
< Back I Mext = I Cancel |

f. In the Server Connection Security section of the wizard, specify
whether the connection to the server will be secured using SSL or not
by choosing the appropriate radio button. For our lab, the web app
uses SSL and therefore the connection will be encrypted. Click Next to
continue.
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New SharePoint Publishing Rule Wizard

Server Connection Security
Choose the kype of connections 154 Server will establish with the published Web
server or server Farm,

& {se 35L to connect ko the published Web server or server — —
E H i
Fatm i &

httpads
154 Server wil connect to the published Web server o 2

server Farm using HTTPS (recommended).

£~ Use non-secured connections to connect the published
‘Weh server or server Farm

O
it ¢
156 Server will connect to the published Web server or
server Farm using HTTP,

D When publishing over S5L, an appropriately named S5L server certificate must be
__11) installed on the published server, or on each server in the server farm.

Help about server connection security

< Back I Mext > I

Cancel |

Note: This setting refers to the connection from the ISA sever to the
published resource, which in this case is the server running Office
SharePoint Server. This is not to be confused with the client
connections to the ISA server (the actual publishing) which should
always be secured with SSL. The client connection is covered later in
the web listener configuration.

In the Internal Publishing Details section of the wizard, enter the
Public name in the Internal Site name field. For our lab, the site
published is portal.nwtraders.com.

Note: The “public” name of the website is used here because an
Alternate Access Mapping has been configured to map the internet URL
as both the Internal and Public names. This was done in order for the
PerformancePoint dashboards to work properly. Refer to the Alternate
Access Mapping section of this document for more information.

Check the box for "Use a computer name or IP address” and enter
the MOSS Web Server name or IP address, or enter a Network
Load Balancer IP address. For our lab, the name of the MOSS server
entered is MSWP-MOSS.nwtraders.msft. Click Next to continue.

New SharePoint Publishing Rule Wizard

Internal Publishing Details
Specify the internal name of the SharePaint site you are publishing,

Internal site name: [ portalnwtraders.com

The internal site name is the name of the Weh site you are publishing as it appears internally.
Typically, this is the name internal users bype inko their browsars to reach the Web sits.

1F ISA Server cannot resolve the internal site name, 154 Server can connect using the
computer name or [P address of the server hosting the site.

[¥ Use a computer name or IP address ko connect to the published server

[ M5wP-MoSS, nwtraders.msft | Browse.., |

Computer name or IP address:

< Back Mext = Cancel
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h.

In the Public Name Details section of the wizard, enter the Public
name as the domain for which requests are accepted. For our lab, the
Public name is portal.nwtraders.com. Click Next to continue.

New SharePoint Publishing Rule Wizard - x|

Public Name Details

Specify the public domain name (FEDN) or IP address users will bype ko reach the
published site.

Accept requests for: ITh\s domain name (type below): j

Only requests For this public name or IP address will be Forwarded to the published site.

Public name: | partal.rwtraders.com|

Example: wiw.contosa.com

<gak [ Metr | conedd |

In the Select Web Listener portion of the wizard click the New
button to create a new listener. This will start the New Web Listener

Definition Wizard.

New SharePoint Publishing Rule Wizard x|

Select Web Listener

The Web listener specifies the 1P addresses and port on which the 154 Server
camputer listens For incaming Web requests,

Web [istener:

IR | = |

Listener properties: Mew...

Propert | Yalue |

< Back I Mext = I

concel |

i. Inthe first page of the wizard enter a descriptive name for the

web listener. Click Next to continue.

©2009 Intellinet | www.intellinet.com



Microsoft Environment Configuration Steps

New Web Listener Definition Wizard

3 welcome to the New Web
Fﬁ%’;ﬁ&s«uﬁw & Listener Wizard
Acceleration Server 2006

This wizard helps you create a new Web listener. “Web
listeners specify how 154 Server listens for and
authenticates incoming Web requests from clisnts.

Weh listener name:

Ta continus, click Next

< Back I Mest» I Cancel |

In the Client Connection Security section of the wizard select
the “"Require SSL secured connections with clients” radio
button to enable SSL.

New Web Listener Definition Wizard . x|
Client Connection Security
Select what type of connections this Web Listener will establish with clignts.
& Require S5L secured connections with clients ‘!
-
154 Server wil publish servers only over HTTPS to the https:/¥

clients [recommended).

" Do not require SSL secured connections with clients
A

=
154 Server wil publish servers aver HTTP. Clisnt credentials hitpit

will be zent unencrypted ta the 154 Server computer,

= ‘when publishing over S5L, an appropristsly named SSL server cerificate must be
‘_l\) installed on the 1S4 Server compiter.

Help about web listener client connections

cBack [ Mews | Cancel |

ii. In the Web Listener IP Addresses section of the wizard,
check the box for the appropriate network for incoming
requests. If incoming requests should be accepted only by a
specific IP address or set of addresses, click the Select IP
Addresses button to choose IP addresses associated with the
ISA server. In our lab the External network and all IP
addresses bound to this network are accepted. Click Next to
continue.
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New Web Listener Definition Wizard

‘Web Listener IF Addiesses

Specify the 1S4 Server networks, and the P addiesses on those networks, that
willllisten for incoming Web requests.

Listen for incoming "eb requests on these networks:

............ it g
O =:=Intemal <AIlIP addiesses>

O -&-Local Host <AIlIP addresses>

O == Duarantined ¥PN Clients <AIlIP addiesses> =
q Tt T | _>l_I

Select IP Addresses.

¥ 154 Server will compress content sertt to clients through this Web Listener if the clients
requesting the content suppart compression.

Help about Weh listener [P addresses

< Back I Mest» I Cancel |

iii. In the Listener SSL Certificates section of the wizard choose
the appropriate radio button for your environment, whether a
single certificate will be used or if each IP address assigned to
the listener will have a different certificate.

New Web Listener Definition Wizard

Listener 551 Certificates

Select a cetificate for each IP address. or specify a single certificate for this Web
listener.

@ Use a single certificate for this Web Listener

[ T Sk Certficale DI

€ Azsign a certificate for each IP address

IF Addiess [ Network [ Server | Certificate I

Select Certificate,..

< Back | Mest» | Cancel |

iv. Click the Select Certificate button to choose among the
different certificates already imported into the ISA server and
to assign those to the listener (or IP addresses). Once the
certificate has been assigned, click the Next button to
continue.
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Vi.

Vii.

Select Certificate

Select a certificate from the list of available certificates:

2] -loix]

[¥ Show only walid certificates

Certificate Installation Details:

Sarver Name
(M=np-154

| certificate Store | Frivate ke

Correctly installed (Local Machine,...  Correctly installed

Conc

In the Authentication Settings of the wizard, select the
appropriate authentication method for your environment.
Please note that the Windows (Active Directory) method of
validation is required for Kerberos, and that this method is
only available when the user credentials are requested via
HTML Form Authentication, HTTP Authentication-Basic,
or HTTP Authentication-Integrated. For our lab, we have
chosen to use HTML Form Authentication and Windows
(Active Directory). Click Next to continue.

New Web Listener Definition Wizard

Authentication Settings
Select how clients will authenticate to 154 Server, and how 154 Server wil validate
their credentials.

Select how clients will provide credentials to 1S4 Server:

[~ Collect additional delegation credentials in the form

The logon farm will include additional fields for user credentials. 1S4 Server wil use the
credentials for authentication to published servers.

Select how 154 Server will validate client credentials:

& Windows [Active Directory] " RADILS OTP

" LDAP [Active Directory] " RSA SeculD

" RADIUS

Help about authentication settings

< Back I Next» I

Cancel |

In the Single Sign On section of the wizard, uncheck the box
to disable SSO unless your environment requires it. Click Next

to continue.

Note: SSO eliminates the multiple authentication prompts

users would get when they go from one published website to
another within the same web browsing session. This is
particularly useful in situations where PerformancePoint has

been deployed to more than one web application.

Click Finish to complete the Web Listener Definition Wizard.
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j- Back in the New SharePoint Publishing Rule wizard, click Next to

continue.
New SharePoint Publishing Rule Wizard x|
Select Web Listener
The Web listerer specifies the 1P addresses and part on which the 154 Server
camputer listens For incaming Web requests,
Wieb listener:
Listener with FBA =
Listener propertiss: =
Fropert: ‘ Yalug | -
Description
Metworks External
Port(HTTR) Disabled
Port(HTTPS) 443 —
Certificate portal nwkraders.com
Authentication methods  FBA with AD LI
< Back | Mext = | Cancel |

k. In the Authentication Delegation section of the wizard, select
Negotiate (Kerberos/NTLM) to authenticate against the published
web server. Enter the SPN registered to the app pool account for the
web site URL. For our lab, this SPN is HTTP/ portal.nwtraders.com.
Click Next to continue.

New SharePoint Publishing Rule Wizard x|

Authentication Delegation
Authentication delegation is the method ISA Server uses to authenticate the
session it opens with the published site.

Select the method used by IS4 Server to authenticate to the published Web server:

INegot\ate (Kerberos/NTLM) j

Description
154 Server will use Negatiate (SPNEGO) authentication to authenticate dlients to the Web
server, 154 Server First tries using Kerberos to authenticate, If it cannaot obtain & kerberas
ticket For the Web server, it Falls back to NTLM authentication. The web server must
accept Negotiate authentication, If the Web server is 115, it must accept Integrated
authentication.

Type the Service Principal Name: (SPN) used by 154 Server for Kerberos authentication:

[ httpiportal.mwtraders, com|

You may need to add this SPH ta Active Directory.
Help about authentication delegation

<« Back I Mext > I Cancel |

I. In the Alternate Access Mapping Configuration section of the
wizard, select the radio button indicating that Office SharePoint Server
AAM is already configured. Click Next to continue.
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Alternate Access Mapping Configuration

For Full integration and Functionality, SharePoint Alternate Access Mapping must
be configured on the SharePaint server,

Until &lternate Access Mapping (AAM) is properly configured on the SharePoint server, limited
SharePaint functionality will be available for users connecting to this published SharePaint
site,

Help about configuring SharePoint Alternative Access Mapping

+ EharePoint 4AM is already configured on the SharePoint serveri

" SharsPaint AAM is nat yet configured. Also select this option if you are
unsure if AAM is configured.

< Back I Mext > I Cancel |

m. In the User Sets section of the wizard, select the users for which this

rule will apply. For our lab, this rule applies to All Authenticated
Users. Click Next to continue.

New SharePoint Publishing Rule Wizard x|

User Sets

You can apply the rule to requests From all users, Or, you can limit access to
specific user sets.

This rule applies to requests from the following user sets:

EA\I Authenticaked Users Add...

Edt...
Remave

<gak [ Metr | conedd |

n. Click Finish to complete the New SharePoint Publishing Rule wizard.

New SharePoint Publishing Rule Wizard x|
Completing the New SharePoint
Microsofr: . Publishing Rule Wizard
Internet Security &
Acceleration Server 2006

Vou have successfully completed the Mew SharePoint
Publishing Rule Wizard, The new SharePoint Publishing Ruls
will hawe the following configuration:

Marne: -
Fublish Extranet

Publishing Type
=
¥

Publish a single Web site.
Connect the published Web server using HTTPS
Mo

To close the wizard, click Finish,

Test Rule < Back | Finish I Cancel
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0.

If you have configured the publishing rule to use SSL, then skip to the
last step. Otherwise, you must take the following additional steps.

The new publishing rule should now be displayed in the list of
firewall policies. Right-click the listener in the publishing rule

and choose properties.

Microsaft E
Interpet Security &
Acceleration Server 2006

Standard Edition

Firewall Poli

Order = | Mame | Action | Protocols

alit Fublish to Extranet (2 Allow L HrTe

2 [¥]z Unrestricted Internet access (20 Allow 14§ all outbound ..

=5 Internal
L3 WP Clients

HE WPH Clients to Internal Network (2 Allow L4 All outbound ...

L WPN Clients

ha] Ne

7] Last Default rule (S Deny L4 Al Traffic

;—i;.qll Metwiorks (.. 2—1;# Mew

~

In the listener properties window, click the Authentication

tab. Click the Advanced button.

Listener with FBA Properties gl |
General | Netwarks | Connections | Certificatss
futhenticatian | Forms | 550

[~ Client Authentication Method

Methad clients use to authenticate to 154 Server:

HTML Form Authentication

™ Collect additional delegation credentials in the form

The logon Form will include additional fields for user credentials. IS4
Server wil use the credentials For authentication to published servers,

[~ Authentication Validation Method
154 Server walidates dient credentials using:
{5 windows (Active Directory)
" LDAP (Active Directory)
 RADIUS
 RADIUS QTP
" RSA SecurlD

Configure Vel daton Servers, |

Advanced.., D
Help about authentication settings

ok | ol |

Check the box for Allow client authentication over HTTP.
Click OK to close the Advanced Authentication Options dialog

box.
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p. Click Apply for the changes to take effect in the Firewall Policy.

Advanced Authentication Options 2x|

Authertication Preferences

- Client Configuration Setting:

I~ Require 55L dlient certificate
I~ | 551 client: certificate Hmeout (seconds): 300
@ Allowy client authentication over HTTP )

[ Client Credentials Caching
" Validate credentials for every HTTP request

= validate credentials every (seconds): 300

[~ Authentication Domain
The default Windows domain used for Basic suthentication is the Active
Directory domain the IS4 Server computer is active in. If a domain other
than the default local domain should be used for authentication, enter
the MetBIOS damain name of that domain.

Domain name:

Browse...

Help about authentication preferences

[l I Cancel | Bpply

iv. Click the OK button to close the listener properties window.
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Troubleshooting

Deploying PerformancePoint 2007 to an extranet requires a lot of moving parts.
Troubleshooting access to SharePoint Products and Technologies pages and
dashboards can be daunting at times, especially as the problems relate to Kerberos.
Currently there is not a straight-forward, consolidated and transparent way of
troubleshooting Kerberos authentication and delegation problems, and one must rely
on a number of different tools and logs to find out where the problems are. The
following tables list logs and tools that can be used when troubleshooting, as well as
their purpose and where they can be found.

Table 10 - Troubleshooting Logs and Tools

Diagnostic Logs
NAME

Windows security
event log

SharePoint Logs

Kerberos Logging
(Windows event log)

IIS Logs

PURPOSE

Logs authentication
successes and failures,
as well as authentication
protocols used. Useful
for determining whether
Kerberos or NTLM is
being used to
authenticate a user.

Log SharePoint Products
and Technologies
activity. The amount of
logging can be throttled.
Useful for
troubleshooting access
to SharePoint Products
and Technologies pages.
Logs Kerberos activity.
This log is turned off by
default, and should only
be turned on during
troubleshooting. While
troubleshooting, this log
should be enabled on
every server involved in
Kerberos authentication.

Log IIS activity. Useful
for determining whether
IIS is responding to
client requests for a

specific web app, and for

determining the
username that was
passed to IIS from the
reverse proxy (ISA
Server).

LOCATION

Start > All Programs >
Administrative Tools - Event
Viewer.

By default, only successes are
logged, unless specified in the
local security policy of the
server, or via Group Policy.

C:\Program Files\Common
Files\Microsoft Shared\web
server extensions\12\LOGS

KB262177 describes how to turn
on Kerberos logging. The logs
can be viewed in the Windows
system event log.

By default the logs are found in
C:\WINDOWS\system32\Lodfiles
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ISA Server logging

Troubleshooting Tools
NAME

Microsoft Network
Monitor (NETMON)

Fiddler

LDP

LDIFDE

QUERYSPN.VBS

DELEGCONFIG

Logs ISA server activity.
Useful for
troubleshooting
connectivity problems
between the clients and
ISA server, and between
ISA server and the
published resource.

PURPOSE

Network capture and
analyzing tool. Useful for
inspecting the network
interactions between
clients and servers down
to the network packet
level.

HTTP debugging proxy
that attaches to Internet
Explorer and inspects all
HTTP traffic between the
client and the server.
Useful for diagnosing
connectivity and
authentication problems.
Tool which can be used
to browse Active
Directory via the LDAP
protocol. Useful in
searching for missing or
duplicate Service
Principal Names (SPNs).

Tool which can be used
to search Active
Directory for missing or
duplicate SPNs.

VBScript used to search
for missing or duplicate
SPNs.

ASP.NET application
which diagnoses
Kerberos configuration
problems in web
applications. It can
detect whether SPNs
have been registered
and whether service
accounts have been
configured for
delegation. It can test
and diagnose
connectivity from clients
to web servers to back

[ISA Server Name] >
Monitoring - Logging (tab).

WHERE TO FIND
KB933741 explains Network
Monitor 3, and how to obtain it.

This tool can be downloaded
directly from its developer here
http://www.fiddlertool.com

The tool can be found in the
Windows Support Tools which is
included with Windows Server
2003. The tool is also included
in Windows Server 2008. See
KB321044 for instructions on
how to use LDP to search for
duplicate SPNs.

This tool is included as part of a
standard Windows Server 2003
and Windows Server 2008
installation. See KB321044 for
instructions on how to use LDP
to search for duplicate SPNs.
The script is available in the
Microsoft scripting library here.

The tool can be downloaded
from here.
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end databases (double-
hop).

Common Kerberos Issues

One of the most difficult components to troubleshoot in a PerformancePoint 2007
extranet deployment is the configuration of Kerberos authentication and delegation.
Following are some common issues that result from improper Kerberos configuration
along with advice on what to do to troubleshoot them.

SharePoint Products and Technologies pages are accessible but dashboards
do not render

When SharePoint Products and Technologies pages are accessible but the dashboards
are not, this is typically a sign that authentication has not been successfully passed
between SharePoint Products and Technologies and SQL Server Analysis Services.
Typically, an error similar to the following is displayed:

The PerformancePoint Server could not connect to the specified data source.
Verify that either the current user or application pool user has Read
permissions to the data source, depending on your security configuration. Also
verify that all required connection information is provided and correct.

Contact the administrator for more detail.

There are a few reasons why authentication would be passed unsuccessfully or
incorrectly:

e Missing or mistyped SPN entries for the application pool account would cause
Kerberos authentication to SharePoint Products and Technologies to fail, and
therefore SharePoint Products and Technologies would fall back to NTLM.
SharePoint Products and Technologies would then use the app pool account to
connect to SSAS since it is unable to delegate using Kerberos, causing SSAS to
deny the request.

e The same SPN registered to more than one account (duplicates) would also
cause Kerberos authentication to fail and forcing SharePoint Products and
Technologies to fall back to NTLM.

e The application pool account is not trusted for delegation in Active Directory.
This would allow Kerberos authentication to work, however SharePoint
Products and Technologies would not be able to pass the user credentials to
SSAS using Kerberos.

e The ISA Server publishing rule is not configured to delegate credentials using
Kerberos. In this scenario ISA server may be configured to pass the
credentials to SharePoint Products and Technologies using NTLM in which case
authentication to SharePoint Products and Technologies works, but delegation
to SSAS fails.

e The ISA Server publishing rule specifies the wrong SPN. Depending on the
rule’s delegation configuration, this issue may result in dashboards that do not
render or in Access Denied errors to the page.

Access to SharePoint Products and Technologies pages is denied or not
working

©2009 Intellinet | www.intellinet.com Page 59



Microsoft Troubleshooting

This is usually the result of a misalignment between the authentication method of the
ISA Server listener, the delegation method for the rule, and the authentication method
set in SharePoint Products and Technologies. A typical working configuration would be
Forms Based Authentication with Windows Authentication (ISA Listener) > Kerberos
Constrained Delegation (ISA Rule) > Windows Negotiate (SharePoint Authentication
Provider).

Kerberos Troubleshooting Strategies

When troubleshooting Kerberos issues, a handful of tools helps to diagnose and
resolve those issues. See Table 10 for a list of commonly used tools. Following are
strategies on how to find and diagnose Kerberos problems.

1. Check the windows security logs on the server(s) running SharePoint Products
and Technologies and the SSAS server for logon/logoff events. If the logs
identify the users by name, and both the Logon Process and Authentication
package are set to Kerberos, it means that the user has been successfully
authenticated using Kerberos. If the event appears on the SSAS server, it
means that delegation from the app pool account to SSAS was successful.
Conversely, if the Logon Process states NTLM or if the logs in SSAS indicate an
ANONYMOUS user, then Kerberos authentication is not working. Time to
continue troubleshooting.

2. Turn on failure auditing for logon/logoff events in the local security policy of
the servers, or via group policy. This will provide more detail on Kerberos
failures and why authentication may be falling back to NTLM.

3. Turn on Kerberos logging (KB262177). This will enable Kerberos activity to be
logged in the System event log. This provides a greater level of detail on
Kerberos errors.

4. Search for missing, duplicate, or mistyped SPNs. For each web app that is
going to authenticate using Kerberos, there must be a SPN with the URL for
the web app registered to the Identity account of the application pool running
the web app. Additionally, the service account running the SSAS service must
have a SPN registered to it with the name of the SQL server and/or instance.
SPNs must be registered to only one account in Active Directory.

5. Verify that delegation is configured properly. The application pool account
must be trusted for delegation to the SSAS service account specifically. The
DELEGCONFIG tool is very useful in determining whether delegation is
configured properly and working.

6. Confirm that the Authentication Provider of the web application hosting the
site collection for the dashboard pages is configured as Windows > Negotiate
(Kerberos), and that anonymous access is not turned on.
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Supported Configurations

PerformancePoint 2007 is only supported on the following platforms.

Server Operating System Versions (Non Domain
Controllers)

Supported
Windows Server 2008
Windows Server 2003

Not Supported
Windows 2000 Server

PerformancePoint Server 2007 can run on a Windows Server 2008 as well as 2003.
The same is true for Office SharePoint Server 2007. Note that the installation of Office
SharePoint Server 2007 on Windows Server 2008 requires Office SharePoint Server
2007 SP1 slipstreamed into the installation source.

Server Operating System Versions (Domain Controllers)

Supported
Windows Server 2003
Windows 2000 Server

Not Supported
Windows Server 2008

The current implementation of Kerberos in Windows Server 2008 prevents
PerformancePoint Server 2007 from functioning correctly under certain scenarios and
therefore is not currently supported. Kerberos constrained delegation (KCD) is not
available in Windows 2000, as well as in Windows Server 2003 domains not running at
the Windows Server 2003 functional level.

Windows SharePoint Services Versions

Supported
Windows SharePoint Services 3.0
Microsoft Office SharePoint Server 2007

Not Supported
Windows SharePoint Services 2.0
SharePoint Portal Server 2003

SQL Server Analysis Services Versions (Cubes)

Supported
SQL Server 2008
SQL Server 2005
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Not Supported
SQL Server 2000

Client Web Browsers

Supported

Internet Explorer 6

Internet Explorer 7

Internet Explorer 8 (with PerformancePoint Server 2007 SP3)

Not Supported
Mozilla

Firefox

Safari

Opera

Although it is possible to render SharePoint Products and Technologies content on non-
IE browsers, the functionality of SharePoint Products and Technologies is greatly
reduced on those platforms.

Reverse Proxy

Supported
ISA Server 2006

Not Supported
ISA Server 2004
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Conclusion

As you have seen, Microsoft’s Business Intelligence platform does support extranet
solutions with the proper application of authentication technologies and configurations.
Once setup, users are provided a seamless single-sign-on experience, and are shielded
from the fact that they are authenticating via Active Directory environment using an
Active Directory account. Users are uniquely authenticated, and their credentials are
passed between systems allowing granular control of the data, pages and objects they
can access. As a conclusion to this white-paper, we share the following thoughts:

1.

As with any technology solution, it is critical to capture requirements up-front
to ensure that the infrastructure will support the solution, and to provide end-
users with the experience they desire.

The lab configuration used in this white-paper should meet the requirements
of most extranet Business Intelligence solutions, and is supported by
Microsoft.

Over time, extranet solutions will become more widespread as organizations
look for new ways to automate manual processes while providing a higher
level of service to their external users and customers.

In the future, as Microsoft’s Business Intelligence platform becomes more
integrated, configuring an extranet Business Intelligence infrastructure will
become simpler. Complexities will be mitigated and fewer steps will be
required to configure an extranet solution.
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This section provides descriptions and links to any material that was referenced
throughout this document.

CUSTOMDATA() MDX Function
http://msdn.microsoft.com/en-us/library/ms145582.aspx

The Microsoft PerformancePoint Team Blog
http://blogs.msdn.com/performancepoint/

TechNet article on configuring the Monitoring Server for Kerberos Delegation
http://technet.microsoft.com/en-us/library/bb838742.aspx

Microsoft’s Implementation of Kerberos in Active Directory
http://technet.microsoft.com/en-us/library/cc739058.aspx

Glossary

e Active Directory - Is Microsoft’s Directory Service, providing authentication,
system management, user management, and other core functionality for
managing security and membership to a network.

o Alternate Access Mappings (AAM) - Enables SharePoint Products and
Technologies to build the links within the pages it generates with the correct URL’s
based on where the request came from (intranet, extranet, etc). This allows a
single web application to be accessed via different addresses (http://extranet.com
vs. http://intranet) and have all links re-mapped at run-time providing a
consistent experience for all users.

o Application Layer Filtering - The capability of firewall and reverse proxy devices
to inspect the portion of network packets that relate to the application layer
protocols of the OSI model. Also known as Layer 7 filtering, this capability
provides much more comprehensive protection against network threats.

e Application Pool - Component of Internet Information Services (IIS) which
isolates web applications into dedicated worker processes (w3wp.exe). Application
pools have configurable memory and CPU utilization parameters, and multiple web
apps can be hosted by a single application pool.

o Application Pool Identity - The account used to run the worker process
(w3wp.exe) associated with an application pool.

¢ Authentication - The process of validating a user’s given credentials against a
membership or authentication provider. User credentials are typically given to an
authentication process in the form of a username and a password.

e Authentication Provider - The entity in a system that is responsible for
enforcing authentication. Also refers to the authentication mechanism preference
of a web application in SharePoint Products and Technologies.

¢ Demilitarized Zone (DMZ) - A DMZ is a network placed between a company’s
private network (intranet) and the general public network (internet). Resources
within the DMZ can be accessed over the public internet, and the DMZ can access
intranet resources through secure connections to the internal network.

o Extranet - An extranet is a privately-held network which certain other external
users such as customers or business partners can access. Extranets are unique in
that they are private in nature, yet they are typically accessible over the public
Internet. Extranets can be viewed as publicly reachable websites that are made
accessible only to a select group of individuals.
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¢ Fully Qualified Domain Name (FQDN) - Represents the complete path to a
location starting with the top level domain (ex: .com) down to the host name
(server.domain.com).

¢ Impersonation - When a service uses another account and password to
authenticate to another resource.

Internet - The internet is a public network that can be accessed by anyone.

¢ Internet Information Services (IIS) Metabase - The configuration file for
Internet Information Services.

¢ Internet Security and Acceleration (ISA) Server 2006 - An application-layer
filtering capable firewall that among other things provides network edge
protection, secure application publishing, web caching, VPN, and proxy services.

e Intranet - An intranet is a privately-held network that can only be accessed
internally within an organization. Resources on an intranet cannot natively be
accessed from outside the internal network, i.e., over the internet.

o Kerberos - Is a mutual authentication mechanism that builds on symmetric key
cryptography and requires that two entities both trust a third party authority in
order to authenticate with each other

o Kerberos Constrained Delegation - Is a feature of Active Directory that
enables specific servers or services with registered Service Principal Names to
request service tickets on behalf of other users or services, and present those
tickets to any additional servers or service.

Local Area Network (LAN) -

¢ Microsoft Office SharePoint Server 2007 - Runs on top of Windows SharePoint
Services 3.0, providing a set of core functionality and features that support the
creation of Enterprise collaboration portals.

¢ NetBIOS Name - The name of a host minus its primary DNS suffix. For a system
with a FQDN of “server.domain.com”, the NetBIOS name would be “server”.

e NTLM - Is a Microsoft based challenge-response authentication protocol. NTLM
has been replaced by Kerberos as Microsoft’s preferred and more secure
authentication protocol.

¢ Pre-authentication - A process implemented by ISA Server 2006 which validates
user credentials before sending them over to the server hosting the resources
sought by the user.

o Reverse Proxy - A server or service that stands between users on the Internet
and corporate resources in a LAN, and that provides access to the resources in the
LAN on behalf of the users on the Internet. By virtue of their function reverse
proxies typically provide edge firewall services.

e Secure Sockets Layer (SSL) - This is an encryption protocol utilizing two keys,
a public key and a private key. SSL can be used to create a secure connection
between two resources over which information can be transmitted securely.

¢ Service Principal Name (SPN) - the name by which a client uniquely identifies
an instance of a service.

e Site Collection - A group of sites and sub sites in SharePoint Products and
Technologies which share features, security, a common URL namespace, and a
common navigational structure.

e Virtual Private Networks (VPN) - Are comprised of protocols that encrypt and
encapsulate TCP/IP packets as they are transmitted over the public Internet. This
“tunnel” created over public networks enables only the sender and the intended
receiver to interpret the information that is being transmitted.

e Web Application - An application that uses the Hyper-Text Transfer Protocol
(HTTP) and HTML-related technologies to render content on a web browser. In
SharePoint Products and Technologies a web application is an object containing a
root URL and content databases, and that is associated with an IIS virtual
directory.

¢ Web Publishing - The process, technology, or method for making resources in a
LAN accessible via the public World Wide Web.

e Windows SharePoint Services 3.0 - Is the foundation for Microsoft’s
SharePoint products and technologies, and provides the base functionality for the
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creation of web portals and collaboration sites. Windows SharePoint Services 3.0 is
a free download that can be installed on Windows Servers.
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