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Introduction

Background

With the release of PerformancePoint Server 2007 Monitoring and Analytics,

Mi crosoftdés Bus i n(Bls platfbrm énable$ antgrprises ® develop and

deploy web based dashboards, scorecards and analytics through SharePoint Products
and Technologies . (In this article, "SharePoint Products and Technologies" refer

collectively to Windows SharePoint Services 3.0 and Office SharePoint Server 2007.)

As Microsoft continues to add functionality and depth to its platform, companies are

looking at more advanc  ed ways to use Business Intelligence within their organizations.
Historically, most Business Intelligence solutions are developed for use within the

organization, and are consumed over the intranet by company employees. There are ,
however , many situations  where a Business Intelligence solution can provide

significant value by allowing users external access , over the Internet.

Business Scenarios for Extranets

A common scenario requiring extranet access for Business Intelligence is for remote

employeeswho t ypically donét connect directly to the corp
easy access to certain corporate resources. Similar to many web -based e -mail

applications, users in the field need to be able to access a Business Intelligence portal

securely over the Internet to obtain information needed to perform their jobs or make

decisions. This is common for outside sales representatives who are in the field and

need information about their individual performance or the performance of their

customers.

Another typical scenario is for organizations that need to disseminate information to
their customers or other individuals outside their organization. For some companies

this may be a revenue generating opportunity where consumer, statistical, or market

data is p rovided to customers as a paid service. Other companies may provide

services to their customers, and as part of those services, collect data on behalf of

their customers. An example of this would be a company that provides call center
outsourcing. This com  pany would use their own internal call center systems to manage
th e call center, and collect call ~ -based data. That information would then be stored in
their internal systems, but need to be available for their customers to access and

analyze.

In both sce narios, Business Intelligence solutions can significantly streamline

processes and improve information access for users not connected to the corporate

network . Manual processes for report generation and distribution via e -mail and file
shares can be elimin  ated, and external users can be giv en a self -service portal for
finding and consuming the information they need.

In this white paper, we will illustrate Microsoftods
configuration for extranet Business Intelligence solutions using Microsoft Office

PerformancePoint Server 2007 Monitoring and Analytics. This will include an overview

of Microso f t 6 s support ed essentialhtechrmlogies, and the steps for

configuring a solution. This is a technical white paper intended for network and

application engineers and administrators.
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Challenges Supporting Extranets

Microsoft has always emphasi  zed integration between products, allowing enterprises to
gain additional value by re  -leveraging existing technologies for new solutions. Instead
of creating a new means of authentication for its Business Intelligence platform,

Microsoft relies upon  the Active Directory directory service to provide authentication
and security. This gives enterprises access to a robust set of tools for managing users

and authentication with little impact to existing architectures and processes. This

integration leads to ase  amless experience for internal users who already have an
Active Directory account, and who access the network on a daily basis to perform their
job.

However, providing access to a Business Intelligence solution externally over the
Internet can be a bitm  ore complicated. One challenge is that users coming from
outside the internal network are not authenticated. This means that the identity of the

user has not been validated, which prevents the user from being able to access
secured resources. Additionally, users that are truly external to an organization, i.e. ,a
customerds employees, are unl i keihtgrnalt metwbrie vWhatan accoun

most organizations require in an extranet scenario is to be able to control the data
available to each individual user. This requires that each user is uniquely
authenticated, and that user credentials are passed through to Analysis Services
where data security is applied.

Fortunately, these challenges around extranet solutions can be addressed in a number

of ways using Microsoft technologies. Some of the more common extranet

architectures areout |l i ned below including Microsoftés suppor
for Business Intelligence solutions . This supported architecture will be described in

more detail throughout the course of this whitepaper.

Common Extranet Deployments

An extranet can be defi ned ek network similprdaoray 6s pri vately
Intranet, which all  ows access to certain others such as customers or business

partners . Extranets are unique in that they are private in nature, yet they are typically

accessible over the public Internet. Since intranets are also  usually associated with

websites, extranets ¢ an be viewed as publicly reachable websites which are made

accessible only to a select group of individuals.

Extranets can be implemented in a variety of ways and using a myriad of technologies.
The most common ways of deploying extranets are presented b elow.

VPN Virtual Private Networks are comprised of protocols that encrypt and encapsulate
TCP/IP packets as they are transmi tted over the public Internet. This Atunnel 0 creat
over public networks enables only the sender and the intended receiver to int erpret
the informat ion that is being transmitted. VPNSs are a very common way for remote
users to access their Local Area Network resources, and for providing access to
corporate resources to business partners and customers.
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Advantages
e Widely used technolo gy
e Most operating systems offer VPN clients out of the box

e  Published resources can remain in the LAN where there are fewer r estrictions
for data access and management

Disadvantages

e Requires clientinst allation and/or configuration. Even with mostweb  browser
based SSL VPNSs, an ActiveX control or Java component must be installed
e Compatibility problems are common

Figure 1 below illustrates a typical VPN deployment.

Local Area Network

VPN Server Web Server

VP! INTERNET VPN VPN g "

Edge|Firewall Per|meter
Firpwall

Active Directory Autﬁg?ifg(and \\);

Management

Figure 1 - VPN Extranet

Web Another common method of publishing websites to an extranet is to place web servers
Publishing in the perimeter networ  k or Demilitarized Zone (DMZ). In this way web servers can be
directly accessible from public networks without the nee d of establishinga VPN first.
Access to the web servers is controlled with access accounts, the source of which
range from account databases local to the web servers to Active Directory and other
LDAP-compliant sources.  The exchange of information between the clients in the public
network and the web servers is encrypted using Secure Sockets Layer (SSL).

Advantages
e Web servers can be accessed securely without the need for VPN

e Placing the web servers in the perimeter network minimizes the risk of direct
access to the corpora te LAN.

e Simple solution to deploy and maintain.
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Disadvantages

e In many situations it may be necessary to open several ports in the perimeter
firewalls to enable access to data sources or authentication services such as
Active Directory , thus increasing the risk of security breaches

¢ Management of the web servers can be cumbersome because of the security
restrictions placed in the perimeter network

e Authentication sources based on local security accounts or other providers
such as SQL Server databases do not provide Kerberos authentication and
delegation.

e Implementing dedicated perimeter security providers such as a dedicated
Active Directory forest adds complexity and management overhead.

Figure 2 illustrates a typical web publishing scenario

Local Area Network

A5

2
|
<
N

Active Directory

R INTERNET =" —‘k, l
. Ly’
sst ssL r — 1
,{ ><d X
NE SO
Edge|Firewall o Pe_r meter |

Firpwall
Content
N Authoring and

Management

Web Server

Figure 2 - Web Publishing Extranet

Reverse The concept of a reverse proxy is that of a device or service which stands between the

Proxy users in the public network and the LA N resources, and which s ecurely accesses the
resources in the LAN on behalf of the user. The connection th  rough the proxy is
seamless from the perspective of the user. There are significant advantages to using a
reverse proxy such as Microsoft ISA Server as compared to other forms of web
publishing.

Advantages

e Pre-authentication of user accounts prior to granting access
Support for multiple authentication protocols and form factors such as Forms
Based authentication, RSA SecurlD, RADIUS, and Client Certificates.
Application -layer filtering
e Integration with Active Directory and support for Kerberos authentication and
Constrained Delegation
Provides a seamless experience to the external users
Web servers can remain in the LAN where they have direct access to data a nd
authentication sources, and where they can be directly managed

Disadvantages

e The tradeoff for seamless access is some complexity in the configuration of
authentication
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Figure 3 illustrates the publishing of a web server through ISA Server.

Public Network

Perimeter (DMZ)

Web Server

Active Directory

Local Area Network

Content
Authoring and
Management

22

Figure 3 - Web Publishing with Reverse Proxy

Due to the security requirements of PerformancePoint  Server 2007, which will be

covered in a later section, the focus of this whitepaper is on the reverse proxy
extr anet deployment scenario.
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Technology Overview

Mi crosoftds supported extranet architecture for Busi
integration of a number of technologies. Before diving into the step -by-step

procedures for configuring each component of th e overall solution, it is best to

understand the role of each technology, the configurations and changes that need to

be made to support authentication in an extranet scenario, and their implications. This

will provide the context for the step -by-step proc edures that will follow in the

AEnvironment Configuration Stepso section.

Deploying PerformancePoint Server 2007 dashboards in an extranet environment

requires the deployment and configuration of several components based on Microsoft
Server technologies. These technologies and their roles are presented in Table 1.

Table 1 - PerformancePoint Server Technology Requirements

Technology Role

Windows Server 2003, or Windows Server 2008 The core Operating System for
all technologies involved.

Windows SharePoint Services 3.0, or Microsoft The presentation platform for

Office SharePoint Server 2007 PerformancePoint Server 2007.

Dashboards are web parts
embedded in SharePoint
Products and Technologies
pages.

Microsoft Office PerformancePoint Se rver 2007 The presentation engine
providing web based analytics. It
includes a content
authoring/publishing interface
called Dashboard Designer, as
well as a set of web parts for
displaying content through
SharePoint Products and
Technologies .

Microsof t SQL Server 2005/2008 The database system which
provides the content for
SharePoint sites.

Microsoft SQL Server 2005/2008 Analysis The primary engine that

Services supports advanced analytics
within Microsoft s
Analysis Services provides  multi -
dimensional cubes enabling
advanced calculations, drill -
downs, and navigation of data.

Microsoft Internet Security and Acceleration The reverse proxy server which
Server 2006 publishes the SharePoint sites to
the public Internet.

Active Directory The core Direct ory Services of
Windows Server. Provides the
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Technology

Kerberos

Figure 4 illustrates a technological overview of a

solution.

Role

security subsystem for the entire

solution.

The authentication mechanism
built into Windows Server Active

Directory.

PerformancePoint Server 2007

s

(= -
t

s

m

%

- 5
Dashboard\

Designer

PerformancePoint
Server 2007

NS

& SN ‘
Xy s S

SharePoint
Sites

[ @
ISA Server 20 Ace SharePoint

Server 2007
-

@{
Active Dir /ctory

Domain Controller
KDC

D CUBES

SQL Server
Analysis Services

Figure 4 - PerformancePoint Server Extranet Technology Overview

Active Directory and Kerberos

Kerberos is the preferred mechanism for authentication in Active D

Kerberos (or Cerberus) comes from the three

irectory. The name

-headed dog in Greek Mythology that

guarded the gates of Hades. Kerberos is a mutual authentication mechanism that
builds on symmetric key cryptography and which requires that two entities both
a third party authority in order to authenticate with each other, hence the concept of

three heads. Although the purpose of this white paper is not to provide an in

technical explanation of how Kerberos works, an overview of how it is implemen
Active Directory is important here. For a detailed explanation of Kerberos in Active

Directory see

http://technet.microsoft.com/en

-usl/library/cc739058.aspx

Note: The proper configuration of Kerberos in Active Directory must be completed
prior to the configuration of PerformancePoint Server 2007 for role
SQL Server Analysis Services cubes. Implementing the changes to PerformancePoint
Server 2007 pre  sented in this document without properly configuring Kerberos first
will cause access to the SQL Server Analysis Services cubes to fail. The configuration
of PerformancePoint Server 2007 is covered in a later section in this document.

trust

-depth
tedin

-based access to
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Asitis implemented  in Windows 2000 and greater versions of Active Directory,

Kerberos authentication relies on service tickets which are passed between Active

Directory accounts to mutually authenticate and to establish secure communication

sessions between clients and serv ers. In Active Directory, the three
comprised of a client, a server or service, and the Key Distribution Center (KDC) which

runs on Domain Controllers.

The KDC for its part is comprised of an Authentication Service (AS) and a Ticket

GrantingS ervice (TGS). The AS is responsible for verify
Active Directory, and the TGS is responsible for provisioning the tickets. In order for a

client to request tickets from the KDC, it first must establish a secure session with the

KDC by passing its domain credentials to the AS and requesting a Ticket Granting

Ticket (TGT). A TGT is a special ticket that authorizes the client to request tickets

from the TGS for other servers or services. At a high -level, the interaction between a

client, the KDC, and a server takes place as follows:

1. The client passes its domain credentials to the KDC and requests a TGT.
2. The KDCbds Authentication Service validates the ¢
Directory, and if the credentials are valid it gives the client a TGT.
3. Theclient uses its TGT to request a service ticket from the Ticket Granting
Service for the server with which it intends to communicate.
4. The TGS gives the client a service ticket for the server it requested.
5. The client presents the servi  ce ticket to the server and requests
authentication.
6. The server authenticates the user and a secure session is established between
the client and the server.

The process of Kerberos authentication is actually much more complex than the above
depiction & there is a great deal of encryption and decryption that takes place in the
midst of it all, and there is also a time -stamp component that is critical for Kerberos to
work. None of those details are covered in this white paper. Nevertheless, one key
item to n ote here as it pertains to configuring Kerberos for PerformancePoint 2007 is
that tickets are intended for Security Principals (user and computer accounts). That is,
when a client requests a ticket from the TGS, it does so as an Active Directory user or
computer, and the intended recipient of the ticket is also an Active Directory user or
computer. The ticket granted by the TGS is intended for establishing secure
communications only between the requesting client and its intended recipient. A client
must re quest a ticket for each Security Principal with which it intends to communicate,
therefore a client can have multiple tickets simultaneously.

Service When a client requests a ticket from the TGS, it passes the name of the intended

Principal recipien t in the form of a Service Principal Name (SPN). An SPN specifies a service

Names type being hosted by the server or service, and a host name in the form
<SERVICETYPE>/<HOSTNAME>. For example, if the intended recipient of a service
ticket is a web server named WEBL1, the client will request a ticket using the SPN

HTTP/WEBL. If a client makes a request to access a SQL server named
sqll.contoso.com, the SPN would be MSSQLSVC/sgll.contoso.com. MSSQLSVC is the
service type, and sqgll.contoso.com is the name of the ser ver hosting the service.

When the TGS receives the request from the client, it searches Active Directory for a

user or computer object with a ServicePrincipalName attribute matching the SPN
passed by the client, and then uses the user or computer object n ame to form the
service ticket. For this reason SPNs must be unique, meaning, any given SPN should

be registered to only one Active Directory user or computer object. The
ServicePrincipalName attribute is blank by default for Active Directory user objects.
Computer objects, however, do get an SPN of the service type HOST when the

computer is joined to an Active Directory domain. This enables Kerberos to work

©2009 Intellinet | www.intellinet.com Page 8
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seamlessly in the domain environment as long as the computer name is used when
requesting a service.  When the name used to request a service is different than the
host name, there must be a matching SPN registered to the computer or user account
responsible for the service. What this means is that when a service runs under the
context of a user accounti  nstead of the Network Service or Local Service accounts, a
SPN with the service type and corresponding host name must be registered for the

user account.

Adding a SPN to a user or computer account in Active Directory can be achieved in a
number of ways. S ervicePrincipalName is a multi -value string attribute of user and
computer objects, and it can be modified via Active Directory Services Interface

(ADSI) programming through scripting. It can also be modified by directly editing

Active Directory using the ADSIEDIT management console snap -in for Windows
Server. The preferred way of modifying this attribute is to use the SETSPN.EXE utility
which is included as part of the Windows Server 2008 Operating System, and the
Windows Server 2003 Support Tools. SETSPN is a command line tool with built -in error
checking for improperly configured SPNs. Although the Windows Server 2008 version

of the tool includes the ability to search for duplicate SPNs, the Windows Server 2003
Support Tools version does not. The followin g tables show the usage of the SETSPN
tool.

Table 2 - SETSPN Usage Windows Server 2003

Usage setspn [switches data] computername or username

The computername or username name can be in the form
DOMAIN \ name

Switches -R Reset HOST ServicePrincipalName
Usage: setspn -R computername

-A Add arbitrary SPN
Usage: setspn i A SPN computername

-D Delete arbitrary SPN
Usage: setspn i D SPN computername

-L List registered SPNs
Usage: setspn -L computername
Examples setspn -A HTTP/webl.contoso.com CONTOSO \ WEB1
Registers SPN AHTTP/ webl.contosc
AWEB10 in the CONTOSO domai n.

Setspn -D MSSQL/sgll.contoso.com CONTOSO \ SQLSvc
Del etes SPN AMSSQL/sqgll.contoso.
ASQLSvcoOo in the CONTOSO domai n.

Table 3 - SETSPN Usage Windows Server 2008

Usage setspn [ modifiers  switches data] computername or username

The computername or username can be in the form DOMAIN \name
Modifiers -F Perform the duplicate checking on forest wide level

-P Do not show progress (useful for redirecting output to a file)
Switches -R Reset HOST ServicePrincipalName

Usage: setspn -R computername

©2009 Intellinet | www.intellinet.com Page 9
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Examples

The following table shows the accounts that would be needed in a

-A Add arbitrary SPN

Usage: setspn

-S Add arbitrary SPN after verifying no

Usage: setspn

-D Delete arbitrary SPN
Usage: setspn

-L List registered SPNs
Usage: setspn

-A SPN computername

-S SPN computername

-D SPN computername

-L computername

-Q Query for existence of SPN
Usage: setspn

-X Search for duplicate SPN
Usage: setspn

setspn
AWEB1O

setspn

iSQLSvcoO

setspn

-A HTTP/web1.contoso.com CONTOSO
Registers
n

SPN
t he

SPN

in

SPN

-Q SPN

X

-D MSSQL/sgll.contoso.com CONTOSO
Del et es AMSSQL/ sql 1.

CONTOSO domai n.

t he

-F -S HTTP/web2.contoso.com CONTOSO
Registers

AWEBZ2 0 if the SPN does not exist in the forest.

PerformancePoint 2007 and the corresponding SPNs that must be registered.

Table 4 - SPNs for SharePoint and PerformancePoint

Active
Directory
Account
SharePoint
Web
Application
Pool
Account

Purpose

Serves as the

Identity for the
application pool
which hosts the
SharePoint Products
and Technologies
web application
where
PerformancePoint
dashboards are
deployed. The
worker process
(w3wp.exe)
corresponding to this
application p ool runs
under the context of
this account.

Service
Principal
Names

HTTP/<fully
qualified

Examples

domain name

of web

application

URL>

HTTP/<host
only part of

URL>

duplicates exist

\ WEB1
AHTTP/ webl.
CONTOSO domai

\ SQLSvc
C 0 adcauist o .

AHTTP/ web?2.

deployment of

cont osc

cont osc

HTTP/portal.contoso.com
HTTP/PORTAL

©2009 Intellinet | www.intellinet.com
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Active
Directory
Account
Monitoring
Server
Application
Pool
Account !

SQL Server
Analysis
Services
Account

Purpose

Serves as the
Identity for the PPS
Monitoring Web
Service and PPS
Monitoring Preview
application pools.

The SQL Server
Analysis Services
service runs under
the context of this
account

Service

Examples

Principal
Names

HTTP/<fully HTTP/pps.contoso.com:40
qualified 00

domain name HTTP/PPS:4000

of PPS

Monitoring

Server:Port_Nu

mber>

HTTP/<host

name:Port_Nu

mber>

MSOLAPSvc.3/
<fully qualified
domain name
of SQL Server
Analysis

MSOLAPSvc.3/sqll.contos
0.com

Server>
! The configuration of PerformancePoint Monitoring Web Services for Kerberos a uthentication and
delegation is not covered in this document. The Monitoring Web Services are required for the
Dashboard Designer to work. The Dashboard Designer is not supported for publishing to an
extranet. For more information on configuring Kerberos f or the Monitoring Web Services see
http://technet.microsoft.com/en -us/library/bb838742.aspx

By enabling Kerberos authentication at the web application level and registering a SPN

to t he application pool identity account with the service type HTTP and the URL of the
web application as the host, clients can use Kerberos to authenticate against

SharePoint Products and Technologies . If the SPN is either configured incorrectly or
missing, o r if the web application authentication provider is not set to Kerberos, the
authentication between the client and SharePoint Products and Technologies  will
default to NTLM.

NTLM vs.
Kerberos

The NTLM protocol has a limitation in that it was not designed to transition
authentication beyond two parties. In other words, if a server authenticates a client

and they both establish a secure session between each other, the server cannot in

turn pass the client credentials to another server to establish a secure s ession on
behalf of the user. This is known as an authentication double -hop, and itis a very
common scenario in web applications where web servers need to access back end
database systems. The combination of SharePoint Products and Technologies
Performan cePoint, and SQL Server Analysis Services is such an example. There are
ways to make up for this protocol shortcoming, such as implementing a programming
technique called Impersonation. However this technique does not scale well

on the contrary,  does support the passing of user credentials through multiple hops
thanks to the Constrained Delegation protocol extension of Active Directory.

. Kerberos,

Kerberos ludes
Constrained

Delegation

The implementation of Kerberos in Active Directory for Windows Server 2000 inc
a feature which enables servers or services to request service tickets on behalf of
other users or services, and to present those tickets to any additional servers or
services. This is known as Kerberos Delegation. Windows Server 2003 Active Director y
introduced a more secure approach to delegation where security principals are trusted

to delegate to specific services instead of to any service. This is known as Kerberos

Constrained Delegation (KCD). When KCD is configured for a computer or user

accoun t, Active Directory trusts that user or computer to delegate to specific user or

computer accounts and to specific SPNs. KCD can be configured to use any
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authentication protocol (Protocol Transition is allowed), or to use Kerberos only for
delegation (Prot ocol Transition is disallowed). When Protocol Transition is allowed for a
service trusted for delegation, the service can obtain a Kerberos ticket on behalf of the
client without the client having to present credentials to the KDC. Protocol Transition is
vital in extranet scenarios where alternate non - Kerberos forms of authentication are
used such as client certificates and forms -based authentication.

Properly configuring KCD is vital to meet the PerformancePoint requirements for role -
based access. The id entity of the client (the user account in this case) must be

successfully passed between the client and the server running SharePoint Products
and Technologies and subsequently from that server to the SQL Server Analysis

Services databases. Knowing the poi nts of authentication in a Windows Server
infrastructure helps determine which user or computer accounts must be configured as
Trusted for Delegation in Active Directory. For example, when connecting to a web

server, the point of authentication is the web application, which is executed under the
identity of an application pool. If the web application needs to make a connection to a

SQL server database on behalf of the user, then the account (identity) for the

application pool in Active Directory must be con figured as Trusted for Delegation to
the SQL service account. If the identity is the Network Service account, then the

computer account in Active Directory is the object that needs to be configured for

Kerberos Constrained Delegation to the SQL Service acc ount. In a PerformancePoint
extranet deployment, a typical KCD configuration would be as follows:
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Table 5 - KCD Configuration for PerformancePoint

Server or Service Active Trusted for Type of KCD
(point of Directory De legationto €&
authentication) Account
ISA Server ISA Server The ISA Server To any service
Computer computer account
account does not need to be

trusted for delegation.
The only exception is
when Protocol
Transition is required
because alternative
non - Kerberos
authentication
mechanisms are used
such as client
certificates. In such
cases, the ISA server
computer should be
trusted for delegation
to:

SharePoint Web
Application App Pool
Identity Account T
SPN matching HTTP
service type and web
application URL.

SharePoint App Pool Identity SQL Server Analysis Kerberos on ly or
Products and account (if it is Services service To any service
Technologies Web Network Service, account 1 SPN (Kerberos only is
Application then it is the matching preferred)

computer MSOLAPSVC.3 service

account) type and SQL server

FQDN

SQL Server Service account Does not need to be N/A
Analysis Services (user) trusted for delegation.

It is important to note that Kerberos constrained delegation requires that all servers in

a delega tion chain as well as the back -end belong to the same Active Directory

domain, and that once constrained delegation has been configured for a service all

subsequent Ahopso in the delegation chain must al
delegation.
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Windows SharePoint Services 3.0/Office SharePoint

Server 2007
Windows SharePoint Services 3.0 (or Office SharePoint Server 2007) provides the user
interface through which PerformancePoint 2007 content is delivered . In essence,

PerformancePoint 2007 dashboa  rds are SharePoint  Products and Technologies  pages
comprised of PerformancePoint web parts . These pages are deployed to a page library
using PerformancePoint Dashboard Designer 2007. These pages are subject to the

security of the site to which they are dep loyed and the permissions of each
PerformancePointitem  on a dashboard page. The data rendered within a
PerformancePoint page is controlled by the  credentials under which queries to Analysis
Services are executed, and roles that are defined within the Anal  ysis Services cubes .

Since Windows SharePoint Services or Office SharePoint Server is the host of
PerformancePoint content, it must be properly configured to support the delegation of
credentials from anend  -user to Analysis Services. Currently, SQL Serve r Analysis
Services only supports Windows Authentication for assigning membership to roles

within an Analysis Services database. In order for the Active Directory credentials of
each user to be passed through to Analysis Services, the authentication provid er for
SharePoint Products and Technologies must also be set to Windows Authentication
instead of custom providers such as .NET authentication . SharePoint Products and
Technologies must also be configured to support Kerberos authentication so that
Analysis Services can pass the identit y of each individual user, and associate that user
with the appropriate roles within an Analysis Services database

Aligning security  for SharePoint Products and Technologies to work with
PerformancePoint 2007 involves the co nfiguration of the following components:

1. The web application Authentication Provider

2. The Application Pool Identity which hosts the web application

3. The web.config file for the web application

4. SharePoint Products and Technologies  security at the Site Collection level

Web Windows SharePoint Services 3.0 and Microsoft Office SharePoint Server 2007 web
Application applications support handing off authentication activities to other services such as
Authenticatio Active Dir ectory and custom membership providers such as .NET and SQL Server.

n Providers These services are known in SharePoint Products and Technologies  as Authentication

Providers. Since they also provide the source for accounts which are then granted or
denied access to Sh arePoint sites, these services are also known as Membership
Providers. There are three different types of Authentication Providers in SharePoint
Products and Technologies : Windows, Forms, and Web Single Sign On (Web SSO).
Given the requirements for Perform ancePoint 2007 and Windows Authentication, this
whitepaper will only focus on the Windows Authentication Provider.

Configuring a web application in SharePoint Products and Technologies for Windows
Authentication is quite simple. In fact, when creating a new Web Application in
SharePoint Central Administration , A Wi ndo ws 0 availablet default Authentication
Provider, and enabling the Web Application for Kerberos authentication is as simple as
choosing the appropriate radio button. The Authentication Pro viders of an already
created web application can be configured by using the Application Management page
of SharePoint Central Administration and then clicking the Authentication Providers
hyperlink. There are two options when selecting Integrated Windows A uthentication in
the Authentication Providers configuration page: Negotiate (Kerberos), and NTLM. As

its name implies, setting the authentication to NTLM uses the NTLM protocol strictly.
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Setting the authentication to Negotiate (Kerberos) will cause the web application to
attempt Kerberos authentication first, and if Kerberos authentication fails , it defaults
back to NTLM.

Enabling a web application for Kerberos authentication through SharePoint Central

Administration sets the NTAuthenticationProviders valu e in the IIS metabase to

iNegotiate, NTLMo0 for the I11S virtual server correspo
is equivalent to using the ADSUTIL.VBS VBScript found in

%SYSTEMDRIVE% \InetPub \ AdminScripts to set the value of

w3svc/<virtual_server_number>/r oot/ NTAut henticationProviders to AN
There is a difference, however, in that using the script to manipulate the IIS metabase

instead of using SharePoint Central Administration changes the configuration in the IIS

metabase but does not change the configuration inside SharePoint Products and

Technologies . This results in a mismatch in the settings between SharePoint Products

and Technologies and IIS. Modifying the authentication mechanism of a web

application should always be done from within SharePoint Central Administration. This

will guarantee that both SharePoint Products and Technologies  and IIS are in sync in

terms of authentication settings.

Application In Internet Information Services (IIS) 6 and 7, application pools prov ide a way to
Pool Identity isolate web applications from one another. Each application pool is associated with a
worker process (w3wp.exe), and like any service or process in the Windows Server
platform , the worker process must run within the context of a user or comput er
account. Application Pool Identity refers to the account under which a worker process
runs.

When application pools are created , their default identity account is Network Service.

The Network Service account is a security principal that is local to a server, that is, it

is not an Active Directory domain account. When the Network Service account

accesses resources outside of the s erver, the account is then transl at
domain account. For example, if a process on a server called WEB1 runs under the

Network Service account and the process connects to a file share on a server called

WEB?2, the request for the file share is seen by WEB2 as coming from WEB1 and not

from Network Service. As a security best practice , SharePoint Products and

Technologies application pools should run under the context of dedicated domain

accounts instead of Network Service.

Aside from being a  security best practice, there are other reasons for using domain
accounts for the Application Pool Identity that relate to Kerberos configuration.

Kerberos requires the registration of Service Principal Names (SPNs). SPNs are
registered to the Application Pool Identity accounts and they must be unique. In
SharePoint Products and Technologies = farms where there is more than one server,
application pools running under the context of Network Service would need to have

the same SPNs registered for each machine a ccount. This would result in duplicate
SPN registrations that would cause Kerberos authentication to fail.

Web.config In order to create a unique connection to Analysis Services under the credentials of
file each user from a SharePoint Products and Techn ologies web application, a SharePoint
Application web.config file must be modified so that this  functionality is enabled . Refer

to the PerformancePoint 2007 section of this document for details on the configuration
change that is required.
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SharePoint Security for SharePoint sites is defined at the Site Collection level. By default,
Site permissions in SharePoint Products and Technologies  defined at the Site Collection
Collection level are inherited by all sites and sub sites in the Site Collection. SharePoint  Products
Security and Technologies defines groups which are granted different levels of access to the

site, and Active Directory users and groups can then be added to these SharePoint

groups. Users and groups that will be accessing the Perfor mancePoint 2007

dashboards require at a minimum the View Only SharePoint level of access to the site.

Alternate Windows SharePoint Services 3.0 and Microsoft Office SharePoint Server 2007 include
Access a feature that can assist in extranet scena rios where a web application must be
Mappings accessible using multiple unique names. This feature is called Alternate Access
Mappings (AAM), and it is specifically useful in situations where reverse proxy
technologies such as ISA Server 2006 are used to publish we b applications to the
Internet. Basically, AAM enables SharePoint Products and Technologies  to map web
requests to the appropriate web application, and to direct the user to the proper URL
as the user interacts with SharePoint Products and Technologies . In other words, AAM
enables SharePoint  Products and Technologies  to build the links in the pages it
generates based on a mapped URL rather than the URL specified in the request it
received.

Consider the following scenario. A SharePoint site is locally acces sible using an

fii nt er n asuchasUnRM//intranet.nwtraders.msft , which is not resolvable from the

Internet. A reverse proxy like ISA Server 2006 is used to publish the SharePoint site

usi ng a 0 p ushch aschitp:/igdrtél.nwtraders.com , which is accessible from the

Internet. Without AAM, when the reverse proxy makes a request to SharePoint

Products and Technologies using the fAinternal ¢ Rr&luctstriden Shar ePoir

Technologies bui |l ds the |l inks in the pages usirentt he Aint e
the proxy server which in turn gives the page to the user on the Internet. Because the
l inks were built using the Ainternal o name eventuall

attempting to access certain pages or tfegatadroedJRdue t
is not resolvable on the public Internet. Using AAM to create a mapping between the

Ainternal 0 name and the dApubl i RBraductsant&echmologibsl es ShareP
to build the links using the name that the user originally intended.

AAM wor ks by associating an Internal URL with one of five different Public names,
each one corresponding to a Zone. The five available Zones are Default, Intranet,
Internet, Custom, and Extranet. Functionally, there are no differences between the
zones so they sh  ould be viewed more like an administrative feature. The following
figures illustrate the AAM collection for a web application and its Public URLs.

Central Administration > Operations > Alternate Access Mappings

Alternate Access Mappings

_j Edit Public URLs | =i Add Internal URLs | = Map to External Rescurce  Alternate Access Mapping Collection: | MorthWinds Traders Portal ~
I URL Zone Public URL for Zone

http:/fintranet.nwiraders. msft Default http:/fintranet.nwiraders.msft

http: f/portal.nwiraders. com Internet http: ffportal.nwiraders.com

http: flextranet.nwiraders. msft:9000 Internet http: /jportal.nwiraders.com

Figure 5 - Alternate Access Mapping Collection
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Central Administration > Operations > Alternate Access Mappings > Edit Public Zone URLs

Edit Public Zone URLs

Alternate Access Mapping Collection Alternate Access Mapping Collection: | NorthWinds Traders Portal

Select an Alternate Access Mapping Collection.

Public URLs Default

Enter the public URL protocel, host, and port to use for this resource in any or all of http://intranet.nwtraders. msft
the zones listed, The Default Zone URL must be defined. It wil be used if needed I g

where the public URL for the zone is blank and for administrative actions such as the Intranet

URLs in Quota e-mail. http:/fgo.microsoft. com/fwlink,/?LinkId=114854 I

Internet

Ihttp:ffpor‘tal.nw‘traders.com

Custom

Extranet

Save Delete Cancel

Figure 6 - Public URLs

As exemplified above, multiple Internal URLs can be mapped to a zone which

associates the Internal URL to the Public URL given to that zone. In this example, the
Internet zone has a Public URL of http://portal.nwtraders.com , and there are two
different Internal URLs mapped to this zone ( http://portal.nwtraders.com and
http://extranet.nwtraders.msft:9000 ). Note that for every Internal URL that is added
to an Alternate Access Mapping collection , a corresponding host header value must be
added to the site in 1IS. Otherwise, IIS will not respond to the request for the URL and

will never hand the request off to SharePoint Products and Technologies

As of this writing, PerformancePoint 2007 web parts do not support Alternate Access
Mappings which contain Internal URLSs that are different than the mapped Public URL

when publishing  with SharePoint Products and Technologies  through a reverse proxy
such as ISA Server 2006. Using the example given above, configuring the reverse

proxy to connect to SharePoint Products and Technologies  using the URL
http://extranet.nwtraders.msft:9000 which maps to  http://portal.nwtraders.com
would result in the dashboards lo sing functionality because the web parts that render
the dashboards do not support AAM in this fashion. For the solution to work, the

reverse proxy must be configured to connect to an AAM which contains
http://portal.nwtraders.com for both the Internal and the Public URLSs.

SQL Server and SQL Analysis Services

Virtually al/l Mi crosoft based Business Intelligence
relational (SQL Server RDBMS) and multi -dimensional (SQL Server Analysis Services)

datab ase engines. SharePoint Products and Technologies  and PerformancePoint both

use SQL Server relational databases as a data repository to store configuration and

content databases. However, t hese databases are always accessed under the

credentials of service  accounts, and not directly by end -users. As a result, no material
configuration changes are required for SQL Serverséo
extranet solutions.

Analysis Services is in many ways the heart of Micro
plat form. For PerformancePoint, Analysis Services is the engine that truly enables
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advanced analytics  through its multi -dimensional databases.  Analysis Services has an
advanced role based security model that provides granular control over the data a
user can a ccess. For extranet scenarios, Analysis Services needs to be passed the
credentials of the end  -user so that security can be applied for each user. In order for
Analysis Services to receive these credentials, configuration changes need to be made.
As a res ult, we will be focusing primarily on Analysis Services in this white paper.
Analysis Analysis Services runs as a service under the credentials of  a service account. ltisa
Services recommended best practice for Analysis Services torun underad edicated Active
Service Directory service account versus Local System. This is also a prerequisite for

SSAS Service
Principal
Name

configuring Service Principal Names for Analysis Services so that it can interact with
the Kerberos delegated authentication. Open the Services console in Window s to see
what account Analysis Services is running under.

¥ Services =3l x|
Eile Action Wiew Help
e EEEE
% Services (Local) Services (Local)
Select an item to view its description. Name  ~ | Description | Stat... | Startup... | Logon as |
%QL Server (MSSQLSERVER) Provides st,., Started Automatic  NWTRADERS)_SwcSql
%SQL Server Active Directory Helper Enables int... Disabled  Metwork Service
%SQL Server Agent (MSSQLSERYER) Executesj... Started Automatic  WWTRADERS)_SwcSQLAgnt
%SQL Server Analysis Services (M3SOLSERMER)  Supplies on... Started  Automatic  WWTRADERS)_SwcSQLSSAS
%SQL Server Browser Provides ...  Started  Automatic  NWTRADERS)_Swesql
%SQL Server FullText Search {M3SQLSERYER) Cuickly cre...  Starked  Automatic  WWTRADERS)_Swcsql
%SQL Server [nkegration Services Provides m.., Started Automatic  Mebtwork Service
%SQL Server Reporting Services (M3SQLSERVER) Manages, ... Starked  Automatic  WWTRADERS)_SwcSGLSSRS
%SQL Server WSS Writer Provides th,,, Started Automatic  Local System
%System Ewent: Notification Monitors s...  Starked  Automatic  Local System
%Task Scheduler Enables a... Started Automatic  Local System J
%TCPJ’IP MetBIOS Helper Providess... Started Automatic Local Service
%Te\ephony Provides T...  Started Manual Local System
Telnet Enables ar... Disabled  Local Service
%Termma\ Services Allows user...  Started  Manual Local System =
Extended 4 Standard /
|

Figure 7 - SSAS Service Account

Kerberos delegated authentication is the mechanism that enables Analysis Services to

be connected and authen ticated to by service accounts under the credentials of end -
users. In order for Analysis Services to participate in Kerberos delegated

authentication, a Service Principal Name must be created that tells Active Directory

what account the Analysis Services s ervice is authorized to run under. This is done

using the setspn.exe utility.

When creating Service Principal Names ( SPNo&s)
created for both the Fully Qualified Domain Name (FQDN) and NetBIOS name of the
host server . This allows authentication to work whether connectionto the serveris

made using the FQDN or NETBIOS names. The following illustrates a command for
creating a SPN as well as how to look up the current SPNs for a service account:
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Command Prompt
C:nrsetspn —A MSOLAPSvc.3-MSUWP-SQL2BAS .nutraders .msft NWTRADERS-_SvcSQLESAS I’
Hegistering ServicePrincipalMames for CH=_SuvcSQLESAS.0U=Service Accounts.OU=Corp
orate . DC=nwtraders, DC=msft
MEOLAPSve . 2-MSUP-SQL20EE . nwtraders .meft
lipdated object
C:vrzetspn —1 nutraderss_svcsglssas
Registered ServicePrincipalMames for CHN=_SucS8QLSSAS.0U=Service Accounts,.0U=Corpo
rate . DC=nwtraders DC=msft:
MSOLAPSvc . 3/MEWP-SQL2AAE .nwtraders .msft
MSOLAPSuc . 3-MSWP-5QL20AE
MEOLAPSvuc . 3/MEWP-8QL _nuwtraders .msft
MSOLAPSuc . 3-MSUP-SQL
iGNy
Figure 8 - SSAS SPN Example
PerformancePoint Server (PPS) 2007
Microsoft Office PerformancePoint Server 2007 Monitoring and Analytics (a.k.a.
PerformancePoint or PPS) is used to deliver Business Intelligence content through
SharePoint Products and  Technologies. It is an advanced data visualization tool, and
can also be used to aggregate the display content from Excel Services, ProClarity
Analytics Server, Reporting Services, and the web.
While PerformancePoint supports multiple types of data sourc es, Analysis Services is
the native data source that provides the most functionality to the end user. As a
result, the focus of this whitepaper will be on enabling extranet connectivity and
authentication for native PerformancePoint content (Scorecards, ch arts, and grids) to
Analysis Services.
PerformancePoint has several methods for managing connections to Analysis Services.
These are:
e Service Account
e Connection Per User
e Custom Data
e Connection Roles
It is important to understand the implications of each of these options when creating a
Business Intelligence solution. The various connectivity options are outlined below.
Service In the first method, PerformancePoint connects to Analysis Services under the
Account credentials of a service account . This is the default behavior of PerformancePoint, and
(Default) is appropriate if all users in the organization should have the same permissions to
Analysis Services as the service account that runs the SharePoint Application Pool.
For most implementations, inclu ding extranet scenarios, this method rarely meets the
requirements for security.
Connection In the second method, PerformancePoint creates connections to Analysis Services
per User under the identity of the end -user. This means that Analysis Services is able to identify
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the actual user accessing OLAP data, enabling Analysis Services to enforce its role -
based security model for requests submitted by each user.

This behavior is enabled through a configuration named ServerConnectionPerUser.

This configuration can be set independently for different PerformancePoint clients,

which means Dashboard Designer can be configured to behave differently from
dashboards published in SharePoint Products and Technologies. The
ServerConnectionPerUser configuration is maintained in the Web.config file for each
PerformancePoint client. The following is a sample of one of thes e Web.config files:

b Web.config - Notepad =]
File Edit Format Yiew Help
</system. web> a|

Tingq:-
key="Bpm. ServerConnactionPerUser” wvalue="True" />

<add key="Bpm.MonitoringConnectionstring” value="Data Sources

<add key="Bpm.ElementmemoryCacheTime" value="5" />

<add key="Bpm.EnableanalyticqueryLogging” value="False" />

<add key="Bpm.IndicatorImageCachaTime"” value="10" />

<add key="Bpm.DatasourcequeryTimeout" value="300" />

<add key="ExportToExcelEnabledControls” walue="pivotChart, sql

<zadd key="ExportTorowerPointeEnabledControls” value="pivotChar

<add key="Bpm.webrartresourcerath” value="/webservice/Previe
<fappsettings>

Figure 9 - PPS ServerConnectionPerUser Web.config sample

The ServerConnectionPerUser setting is a Boolean value (true/false) that specifies how
PerformancePoint Server should handle authentication to Analysis Services. The
default value is false, which means that all users will share a single connection to
Analysis Services using the credentials of a service account. When
ServerConnectionPerUser is set to true, PerformancePoint will create a unique

con nection per user, and connect to Analysis Services under the credentials of each
user. It should be noted that manipulating the ServerConnectionPerUser configuration
for PerformancePoint is not unique to extranet solutions, and is often required for

intran et solutions as well.

In almost all cases, changing ServerConnectionPerUser to true requires additional

configuration changes for each of the other technologies that comprise an end -to-end
Business Intelligence solution for authentication to work. This in cludes Active

Directory, SharePoint Products and Technologies, Analysis Services, as well as client

machines. These changes are discussed in detail throughout this whitepaper.

Choosing the In any implementation of Perfo rmancePoint, the ServerConnectionPerUser settings
Server need to be determined based on solution requirements. Since it is set uniquely for
Connection per each PerformancePoint client interface, it takes some planning to ensure the desired
User Setting functionality is obtained.

There are three PerformancePoint client interfaces, each with a unique
ServerConnectionPerUser configuration. These are outlined below including the details
of how their authentication behavior changes depending on the value of the
ServerConnectionPerUser configurat ion.

Dashboard Designer Client Interface
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Dashboard Designer is the development environment for creating PerformancePoint
content and publishing it to SharePoint Products and Technologies. Dashboard

Designer is a developer focused tool that is primarily u sed by administrators and
developers, and will rarely if ever be accessed by an end -user. Dashboard designer
connects to Analysis Services through the PPS Web Service, which runs under the
PPSMonitoringWebService Application Pool. Therefore, by changing th e
ServerConnectionPerUser setting for the Dashboard Designer virtual directory within

the PPSMonitoring Web Service, one can control the authentication behavior of

Dashboard Designer.

When ServerConnectionPerUser is set to false (default), Dashboard Desig ner will
connect to Analysis Services using the identity of the PPSMonitoringWebService

Application Pool. Therefore, ensure that the identity of the PPSMonitoringWebService
Application Pool is able to access the appropriate Analysis Services databases. Thi s
also means that anyone using Dashboard Designer will be able to access Analysis

Services databases through the credentials of the PPSMonitoringWebService

Application Pool.

When ServerConnectionPerUser is set to true, Dashboard Designer will connect to
Analysis Services using the identity of the user. This allows Analysis Services to
enforce role -based security for Dashboard Designer users.

The default path for Dashboard Designero6s web.config
C:\Program Files \Microsoft Office PerformancePoint
Server \3.0 \ Monitoring \PPSMonitoring_1 \WebService \Web.config

Preview Site Client Interface

The PerformancePoint Preview web site allows users to preview a dashboard before it

is published to a SharePoint site. This is used primarily by developers working within
the Dashboard Designer client. The ServerConnectionPerUser setting is stored within

the Preview virtual directory within the PPSMonitoring Web Service.

When AConnection per Usero is set to false (default)
Analysis Services using the identity of the PPSMonitoringWebService Application Pool.

So once again, ensure that the identity of the PPSMonitoringWebService Application

Pool has the appropriate permissions to Analysis Services Databases.

When iConnect i on igpsetto trestle préview site will connect to Analysis
Services using the identity of the user. This allows Analysis Services to enforce role -
based security when accessing the preview site.

The default path to the Preview sitebds Web.config fi
C:\Program Files \Microsoft Office PerformancePoint
Server \3.0 \ Monitoring \PPSMonitoring_1 \Preview \Web.config

SharePoint Site Client Interface

Unlike the Dashboard Designer and Preview clients that are used almost exclusively by
developers, SharePoint Produ  cts and Technologies is the client used to deliver content
to end users. For most organizations, this content should be secured for each

individual user, requiring connections to Analysis Services to be made under the

identity of that user. This is again d one by manipulating the ServerConnectionPerUser
setting in the web.config file for the SharePoint application.

When ServerConnectionPerUser is set to false, SharePoint Products and Technologies
will use the credentials of its Application Pool to connect t 0 Analysis Services when
users are consuming PerformancePoint content. This again means that the Application
Pool account for SharePoint Products and Technologies will need access to the cubes.
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This is not a common configuration unless the information bein g made available is not
sensitive, and can be viewed by anyone.

When ServerConnectionPerUser is set to true, SharePoint Products and Technologies
uses the credentials of the user accessing the site.

The path to this Web.config file is dependent upon the configuration of the SharePoint
Products and Technologies environment. The following is a sample path to this
Web.config file:

C:\Inetpub \wwwroot \wss\ VirtualDirectories \80\Web.config

Custom Data Another method for managing authentication is to pass Anal ysis Services a text value
containing the name of the currently authenticated user. This is done by utilizing the
Custom Data property of an Analysis Services connection string. This connection string
property enables client applications to pass Analysis S ervices a text value when
creating a new connection. PerformancePoint uses this to pass the name of the
authenticated user to Analysis Services where it can be leveraged to apply security
within the Analysis Services cubes.

The usage of the Custom Data connection string property is managed through the
UseASCustomData configuration for PerformancePoint. Just like the Connection Per
user configuration, the Use Custom Data configuration is managed within Web.config
files, and is set to a Boolean (true/false ) value.

Typically the user name that is passed to Analysis Services is utilized within the
dimension data tab of an Analysis Services Role. The CUSTOMDATA() MDX function
returns the value passed to Analysis Services through the Custom Data connection
string property. The CUSTOMDATA() function can be used to construct an MDX set
expression that definesasub  -set of dimension members that a particular user should
be able to access.

Note that the primary advantage of the Use Custom Data configuration is tha tin some
three -tier intranet architectures, Kerberos and delegated authentication may not have
to be configured, which significantly reduces the complexity of the environment. This

is because a connection to Analysis Services can be made with the service account,
and the name of the current user can still pass to Analysis Services through the
Custom Data connection string property. This eliminates the double -hop issue that

typically drives the need for Kerberos and delegated authentication.

The benefit of this approach is the obvious reduction in complexity and configurations
required to stand up a new environment. The drawback is that MDX set expressions
must be utilized within the Dimension Data tab of Analysis Services to secure the
cubes, and Role memb  ership cannot be used to enforce security between individuals
since connections to the cubes are made under the credentials of a service account.

Using SSAS The configuration of an environment to use the UseASCustomData configuration is

Custom Data relati vely straightforward in comparison to ServerConnectionPerUser. When
UseASCustomData is set to false, no information is passed to Analysis Services
through the Custom Data connection string property. When it is set to true, the
current wuser 6s naAnaysis Servigesvdathe @ustom Data connection
string property.

Just like the ServerConnectionPerUser configuration, the UseASCustomData
configuration is set for Dashboard Designer, the Preview Site, and the SharePoint site,
through the same respect  ive web.config files. An example of the UseASCustomData
configuration within one of these web.config files is below:
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B web.config - Notepad -0 x|
File Edit Format Yew Help
<APPSETTings > =l
<add kew="Fr i Ie="True" /=
e

Sl 5] rFing. walle="Data SourcesmMswk
<add key="Bpm.ElementmemorycacheTime"” walue="5" />
<add key="Bpm.EnabhleanalyticqueryLogging” walue="False" /> I
<add key="Bpm.IndicatorimagecacheTime" wvalue="10" />
<add key="Bpm.DatasourcequeryTimeout"” value="300" />
<add key="ExportToExcelEnabledControls" wvalue="PivotChart, sgqlrepc
<add key="ExportToPowerrPointEnabledControls" walue="PivotcChart,Tr
<add keg=“5pm.WEbPartResuurcePath“ value="webservice/Previews" s
< fappsettings>
<Bpm= -

1] | v

Figure 10 - UseASCustomData web.config

For locations of each of the three web.config files, refer to the Error! Reference

source not found. section above.
Connection Another less commonly used option for managing security is the R oles setting within a
Roles PerformancePoint Data Source to A nalysis Services . This enables a Data Source to

connect to Analysis Services with the permissions of the specified roles. In the figure
below, the Roles setting is highlighted, and is configured to use the combined
permissions of roles RoleX, RoleY, and Ro leZ.
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Editar Properties Time

€ AdventureWorks

Zonnection Setkings &
¥ Use Standard Connection

Server: [pzep-50L2008

Database: I.ﬁ.dventure Works DWW j

( Roles: iRDIeXJRDIeVJRDIeZ }

™ Use the Following connection

=)

Connection Skring:

Cube: Adventure Warks

=

Cache Settings

o

Specify the length of kme in minukes ko waik before refreshing daka,

Interval; |1EI|

Test Connection |

Figure 11 - Roles within a PPS Data Source

The drawback of this approach is that all users will have the same rights to Analysis
Services data through the data source(s) used within a dashboard. This decentralizes
the administration of security outside of Analysis Services, and may not be the most
desired solution. For the purposes of this whitepaper and its lab environment, the
Roles setting within a Data Source is not used.
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PPS The following architecture diagram illustrates the various connection points in the
Connection architecture of PerformancePoint. Note that the connections that are configurable are

Architecture

reflected in the diagram.
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QS&L) User @ Service Q&QOF@ User or Service
\_ Credentials Credentials Credentials )

Figure 12 - PPS Co nnectivity Architecture

Note that for the purposes of this whitepaper

has been configured to have

a lab environment
Server ConnectionPerUser set to true, and Custom Data

set to false. This is the most common configuration for extranet s
supported by Microsoft.

cenarios, and is

was created, and it
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Impact of There can be a significant impact to performance when changing PerformancePoint
Connection connection configurations. PerformancePoint Server has functionality for caching the
Settings results of querie s for a period of time, allowing subsequent requests to be answered

directly without another query being issued to Analysis Services. This setting is
maintained for each data connection in Dashboard Designer, highlighted in the
following figure:

Figure 13 - PPS Data Source Cache Setting

When the ServerConnectionPerUser or UseASCustomData configuration for
PerformancePoint are both set to false, PerformancePoint will create a single

connection to Analysis Services under the creden tials of a Service Account, and all
users will see the same results when viewing a PerformancePoint dashboard. Because
of this, the cache can be shared between all users, which can lead to significant
performance improvements for frequently viewed dashboar ds.

However, when either the ServerConnectionPerUser or UseASCustomData

configuration for PerformancePoint is set to true, a unique connection is created to

Analysis Services for each user accessing PerformancePoint. This means that a cache

iscreatedfo r each individual user , and canot be shared be
caching benefits are significantly reduced, and the solution will generally not be able to

support the same number of users with equal performance.

For more information regarding PerformancePoint Connectivity, refer to this
whitepaper:

http://ppsblog.members.winisp.net/Img/MonitoringServerConnectivityDocument_A409
/PPSMSConncectivity02092008.pdf

ISA Server
Microsoft Internet Security and Acceleration Server (ISA) 2006 is an application -layer
filtering capable firewall that among other t hings provides network edge protection,

secure application publishing, web caching, VPN, and proxy services. As a proxy, ISA
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